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There is a large number of vendors for security solutions…
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…and they often promise you something like this…

“[…] providing defenses before 

vulnerabilities are discovered or 

exploits are even created.”

“[…] integrate with the cloud-based 

McAfee Global Threat Intelligence to 

protect against emerging cyberthreats

across all vectors – file, web, message, 

and network.”

“[…] our state-of-the-art network 

security offerings protect against 

cyber attacks that bypass traditional 

signature-based  tools such as 

antivirus software, next-generation 

firewalls and sandbox tools. 
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…and sometimes that may be correct, but sometimes it isn’t…

o “Evaluating the APT Armor” – Evaluation of detection capabilities 
of Fireeye and zScaler appliances (as of 2015).

o Preparation of malware samples.

o Check if samples are detected as malicious or benign by these 
appliances.

o Several malware samples were not detected by the solutions.
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ID FireEye zScaler

CVE-2011-2462.pdf

CVE-2012-0754.pdf

CVE-2013-0640.pdf

CVE-2014-2299.pcap Not analyzed Not analyzed

ms14_017.rtf Not analyzed

2014-0515.swf Not analyzed

2013-3346.pdf

CVE-2012-2052.dae Not analyzed Not analyzed
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…and it is much worse if the appliance itself is not secure…
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…hence these appliances need to be evaluated carefully!

o A dedicated methodology to analyze security (and other) appliances 
for vulnerabilities helps us in achieving this goal.

o In the following we will present our methodology and demonstrate 
how it relates to vulnerabilities that we identified in the past for 
security appliances.

o Finally, we will show you some alternatives that can be applied / 
used instead of these appliances.
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Methodology

How to find vulnerabilities in security appliances?
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1. Literature Research

o Past CVEs

o For example, cvedetails.com collects 
information on CVEs from several sources.

o Vendor Documentation

o Does the vendor provide (technical) 
documentation on the product?

o Blogs, Twitter, Conferences, etc.

o Has somebody done previous research on the 
topic and published this?

Image Removed
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2. Jailbreak the Target

o Approach can differ for physical and virtual 
appliances.
o Accessing and modifying memory content is simpler 

for virtual appliances (if not protected).

o Physical appliances may provide additional 
hardware interfaces, for example, for debugging 
purposes (JTAG, UART, etc.).

o But similar techniques also exist.
o Command injection via admin web interface (since 

these interfaces are quite complex but often only 
the authentication mechanism is hardened)

Image Removed
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3. Identify Components

o Which software components are used?

o Is functionality implemented via a binary, 
script, or as a plugin/module (e.g. shared 
library for apache/nginx or kernel module) to 
existing software?

o Which open source software (OSS), 
commercial off-the-shelf software (COTS), 
and custom software components are used?

o Is documentation available for the 
components?

Image Removed
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4. Understand the Architecture

o How do the identified components 
communicate?

o Which components have which tasks / 
processing jobs?

o Which privileges, user ids, or capabilities do 
they have assigned?

o Enumerate security mechanisms

o ASLR, DEP, Stack canaries, etc. 
disabled/activated

Image Removed
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5. Map the Attack Surface

o Distinguish between direct and indirect 
access.

o Direct access, for example, via HTTP requests, 
custom network protocols, or file import.

o Indirect access, for example, via IPC (localhost 
network traffic, pipes, shared memory) from a 
frontend web application.

Image Removed
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6. Prioritize!

o Which components do not have any attack 
surface?

o Which components are most likely to contain 
bugs?

o Pre-/Post-Authentication attack surface?

o How easy is it to analyze the component?

o Which code looks the worst (e.g. unnecessary 
variables, deprecated functions, etc.)?

Image Removed
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7. Analyze!

o Analyze components ordered by priority.
o Vulnerability analysis with your favorite 

framework, e.g. IDA, radare2, binary.ninja, etc.
o Compile a debugger for the architecture and 

perform dynamic analysis on the target.
o Perform fuzzing on the exposed interfaces.

o If you have source code or binaries of older 
versions available, diffing can help to identify 
recently modified/patched code.
o Analyze if patch has been correctly implemented.

o If you get new insights, return to step 1.

Image Removed
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What can be found via this methodology?

Two examples from the past
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Disclaimer

Only screenshots of the talk have been used here to not violate any 

agreements.
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Proceeding to the next example

Palo Alto Next-Generation Firewall
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Sample Case

o Palo Alto Next-Generation Firewall

o Pan-OS

o Software stack running on Palo Alto devices

o Analyzed device is a PA-500

o Issues affect all appliances

o Main focus lied on attacks against the device 
itself

o ..not detection bypasses

Image Removed
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Features

o „Next Gen Firewall“

o Management Interfaces
o Web + SSH

o Signature Matching
o IPS, Exploit Detection, Wildfire Malware 

Analysis

o App-ID

o User-ID

o GlobalProtect

Image Removed
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1. Breaking In

o Administrative Interfaces: CLI over SSH and Web 
Interface
o Do not give full access to the operation system

o CLI is a restricted interface for configuration and 
troubleshooting

o Several commands are wrappers around standard 
Linux utilities

o Command line injection in test scp-server-
connection:

test scp-server-connection initiate hostname 
"-oProxyCommand = chsh -s /bin/bash ernw" 
password b username c
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2. Identify Components

o Linux system running on MIPS64 processor

o Cavium Octeon+ processor

o 2.6.32 Kernel for PanOS 6.X

o Virtual appliances run on x64

o Network processing built on top of standard 
Linux capabilities

o Advanced features implemented as 
proprietary Linux daemons
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3. Understand The Architecture

useridd ha … mgmt GlobalProtect Captive Portaldagger

authd

masterd

cli appweb3 + PHP 

sysd cryptod

OpenSSH

GNU Stack

Linux Kernel
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4. Map The Attack Surface

o Web interfaces are implemented on top of 
EmbedThis Appweb 3

o Functionality is implemented as native PHP 
extensions called by small PHP wrapper 
scripts

o Three web server instances

o Management Interface

o GlobalProtect / SSL VPN

o Captive Portal
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5. Prioritize!

1. Content-, App-, User-ID
o Untrusted network segments

o Sounds promising

2. GlobalProtect / VPN
o External / public as in the Internet

o Interesting, but hopefully a stronghold…

3. Management Interfaces
o Only on isolated interfaces, right?

o Therefore, lowest priority (in this talk!)

Image Removed
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6. Analyze!
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User-ID

o Core selling point of Palo Alto devices
o Implement firewall policies based on user 

accounts (not IP addresses)
o Example:

o User bob@corp can connect to DC on port 3389

o Five main ways:
o Server Monitoring (agentless)
o Server Monitoring (agent)
o Captive Portal
o Client Probing
o Global Protect

Image Removed
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User-ID: Client Probing

o Event Logs might be old, captive portal not 
feasible for non HTTP traffic.

o Idea: Just ask the client what user is logged 
in!

o ... sounds like a great idea, doesn’t it?

o Enabled by default

o Netbios and / or WMI
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#41
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GlobalProtect

o VPN solution with support for mobile devices

o SSL-VPN/IPsec 

o Desktop Clients and Mobile Apps for popular 
platforms

o Can also be used internally

o GlobalProtect authentication maps to Client-ID

Image Removed
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GlobalProtect: Static encryption 

keys

o GlobalProtect cookies are encrypted.
o Uses (shuffled) device master key as AES key
o By default: p1a2l3o4a5l6t7o8 

o No change enforced during installation

o Attack can create arbitrary faked cookies 
o Allows for „interesting“ attacks against VPN 

authentication

o Not considered a security vulnerability by Palo 
Alto Networks

o Recommendation: Change Device Master Key!
o From us and the PAN admin guide!
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GlobalProtect: Getting Code 

Execution

o Goal: Remote unauthenticated compromise of 
the device

o Unauthenticated attack surface is limited
o Most code directly calls into login functions

o Code uses escapeStringForXml function to 
escape username before sending XML encoded 
IPC message to authentication daemon.

→ For details on how to get RCE have a look at 
Felix’ talk “Attacking Next-Generation 
Firewalls”
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Recommendations

o Isolate and monitor management interface
o Very feature rich, hard to secure completely => 

Transparency is key

o Think critically about relying on User-ID for security 
critical filtering
o OK for business related policies or in combination 

with strong authentication (802.1X e.g.)
o Not recommended for isolation of management 

interfaces

o Disable Client Probing
o Isolate User-ID Agent
o Change Master Password
o Keep System updated
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Now what?!

Some thoughts on possible alternatives
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What do you defend against?

o Security solutions are often used to protect 
client and server systems against

o Infection with malware

o Exploitation of existing vulnerabilities within 
installed software components

o Can we protect against these threats by some 
other means?
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Defense Against Malware Infection

o How can malware come into our 
environment?

o Most obvious paths include emails, external 
downloads, external storages (e.g. USB 
sticks), etc.

o Are all these file sharing capabilities really 
necessary? Often the answer is no.

o Conclusion: Limit file sharing capabilities.
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Limiting File Sharing Capabilities

o Is it necessary to allow exchange of certain 
file types (e.g. .exe or .docx) via email? 

o If not, do not allow this.

o Is it necessary to allow exchange of files via 
email at all? 

o Alternative: File exchange platform / Internal 
file repository that only authorized parties 
have access to.



50

Limiting File Sharing Capabilities

o File sharing platform can also be used to 
provide required software to end users.

o Advantage: End users do not need to 
download their software from some 
(potentially dangerous) external sources.

o Of course, software that is uploaded to the 
platform should be validated before (only 
trusted sources, signature verification).
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Limiting File Sharing Capabilities

o Is it necessary to allow the exchange of files 
via USB sticks?

o If not, forbid this on a technical level.

o If it is needed, protection measures should 
be implemented.

o Only authorized USB sticks.

o Encryption (does not help against malware, but 
against data theft).
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Defense Against Exploitation of 

Vulnerabilities

o Signature-based solutions (e.g. AV) cannot 
defend against unknown attacks (i.e. without 
a corresponding signature).

o Alternative: Update your software in a timely 
manner.

o AVs can be bypassed by obfuscating the attack 
and only fixing the vulnerability can protect 
against this.
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Defense Against Exploitation of 

Vulnerabilities 

o What about publically unknown attacks 
(which are usually addressed via behavior-
based analysis)?

o Alternative: Application whitelisting (but can 
often be hard to implement).

o Reduce the impact of an attack via proper 
hardening of your systems.
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Alternatives: What about Open 

Source?

o Open source means that you are able to view 
the source code => no break-in required

o However, remaining steps of the vulnerability 
analysis framework still required 

o Which means… all the hard work

o Even if it’s open, this does not necessarily 
imply more robust programs

o Evaluate Open Source as thoroughly as 
closed source products!

Image Removed
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Conclusions

o Security appliances might increase the attack 
surface in your network.

o There is a significant gap between marketing 
promises and the actual capability of security 
products.

o Think about alternatives before investing again 
and again into fancy but often faulty appliances.
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