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Who We Are - Antonios *
- IT security enthusiast

]

- Author of Chiron

- Enno
- Old-school networking guy

- Jayson —

- Security researcher at ERNW ="'
Sftfbsdi!jotjef/ O

20/11/2014 © ERNW GmbH | CartBosch-Str. 4 | D-69115 Heidelberg #2  www.ernw.de



Agenda (40 min + Q&A i
genda ( m'" Q&A) - The Objectof Interest

- How WeTackled It

"N - What We Observed @

A What All This Means

20/11/2014 © ERNW GmbH | CartBosch-Str. 4 | D-69115 Heidelberg #3  www.ernw.de




IBIEEESEC

NMNMNMNMNNNREEF-E 2 2 22
L9 ST N B o T o A o T [ I Y S PV 8 ]

=] B
H O WOoO=-O0RWNEd

L f
0.000013
0.008497
0.008508
0.023971
0.0235984
0.025772
0.025777
0.261958
0.261967
600.048733
600.048746
600. 053445
600.053458
600.075012
600.075020
600.077356
600.077368
600.2684367
600.2584378
1199. 407524
1199. 407537
1199.423790
1199. 423802
1199. 428513

Windoy

Windows7.
Windows7.
Windows7.
Windows7.
Windows7.
Windows7.
Windows7.
Windows7.
Windows7.
Windows7.
Windows7.
Windows7.
Windows7.
Windows7.
Windows7.
Windows7.
Windows7.
Windows7.
Windows7.
Windows7.
Windows7.
Windows7.
Windows7.
Windows7.

.1-linklocal

1-linklocal
1-linklocal
1-linklocal
1-linklocal
1-linklocal
1-linklocal
1-linklocal
1-linklocal
1-linklocal
1-linklocal
1-linklocal
1-linklocal
1-linklocal
1-linklocal
1-linklocal
1-linklocal
1-linklocal
1-linklocal
1-linklocal
1-linklocal
1-linklocal
1-linklocal
1-linklocal
1-linklocal

Destination Pratocel ||Length || Info

ffo
ffoz:
ffoz:
ffoz:
ffoz:
ffoz:
ffoz:
ffoz:
ffoz:
ffoz:
ffoz:
ffoz:
ffoz:
ffoz:
ffoz:
ffoz:
ffoz:
ffoz:
ffoz:
ffoz:
ffoz:
ffoz:
ffoz:
ffoz:
ffoz:

118
Sl
Hall
Hall+
Hall
Hall
116
Hall
Hall
116
Hall
Hall
Hall+]
Hall
Hall+
Sl
Hall
Hall+
Sl
Hall
Hall+
Hall
Hall
116
Hall

ICMPvE
ICMPVE
ICMPVE
ICMPvE
ICMPVE
ICMPVE
ICMPvE
ICMPVE
ICMPVE
ICMPvE
ICMPVE
ICMPVE
ICMPvE
ICMPVE
ICMPvE
ICMPVE
ICMPVE
ICMPvE
ICMPVE
ICMPVE
ICMPvE
ICMPVE
ICMPVE
ICMPvE
ICMPVE

o0 Multicast
20 Multicast
o0 Multicast
90 Multicast
o0 Multicast
o0 Multicast
90 Multicast
o0 Multicast
o0 Multicast
90 Multicast
o0 Multicast
90 Multicast
90 Multicast
o0 Multicast
90 Multicast
o0 Multicast
o0 Multicast
90 Multicast
o0 Multicast
o0 Multicast
90 Multicast
o0 Multicast
o0 Multicast
90 Multicast
20 Multicast

Listener
Listener
Listener
Listener
Listener
Listener
Listener
Listener
Listener
Listener
Listener
Listener
Listener
Listener
Listener
Listener
Listener
Listener
Listener
Listener
Listener
Listener
Listener
Listener
Listener

Report
Report
Report
Report
Report
Report
Report
Report
Report
Report
Report
Report
Report
Report
Report
Report
Report
Report
Report
Report
Report
Report
Report
Report
Report

Message
Message
Message
Message
Message
Message
Message
Message
Message
Message
Message
Message
Message
Message
Message
Message
Message
Message
Message
Message
Message
Message
Message
Message

CZ;;' !éiEiE!E!!!£§!
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Why This Talk (II)

[Docs) [txt : ——
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24L£1) [Diff2) (Errata)

Updated by: 5942, 6980, 7048

DRAFT STANDARD

Network Working Group Errata Exist
Request for Comments: 4861 T. Narten
Obsoletes: 2461 184
Category: Standards Track 8 :' Nordmark
un Microsystems

W. Simpson

Daydreamer

H. Soliman
Elevate Technologies
September 2007

P - 8Joining the solicited -node

Status of This Memo

This document specifies an Internet standards track protocol for the - o "
Internet community, and requests discussion and suggestions for
improvements. Please refer to the current edition of the "Internet n e u S I I I g a

Official Protocol Standards” (STD 1) for the standardization state
and status of this protocol. Distribution of this memo is unlimited.

Multicast Listener Discovery such

i ifi i i 1 for IP
This document specifies the Neighbor Dur:uvery_pmcocoA
1IPvé nodes on the same link use Neighbor Discovery to

version 6. s .
discover each other's presence, to determine each uv_.ht_er l_lmk-layer

addresses, to find routers, and to maintain reachability information

about the paths to active neighbors. r V r

RFC 4861Neighbor Discovery for IP
version 6 (IPv§, sect. 7.2.1

Dftdsjqujwf!ps!lqgsftdsjqujwf!)8opsnbuj wf Z* @@!
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.S rts two types of
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to 2 UDE filter, a n
a along with a list of senders from which
t In practice, operations to

rarely used but add
; to MLDv2. Lightweight MLDvV2

a simpl 1 ML
omits EXCLUDE filter mode to spe ify undesired source(s).

Complexity

Here's another gem for you: MLD

#36  www.ernw.de
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Why This Talk (l11)

From:
https:// www.troopers.de/wp -

content/uploads/2013/11/TROOPERS14
Why_IPv6_Security_is_so_hard

Structural_Deficits_of_IPv6_and_their_Implications -Enno_Rey.pdf
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Sohf s Nt ! bl Qs p uapparently elery IPv6 stack

has to support.
might have enabled by default (most do).

~JunNt!opu! sf bmmz! dmf b s
or not.

-~ Junt!b!'dpngmfy! cfbtu!
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MLD Fundamentals

\
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Multicast in a Nutshell (1)

Sender A

 all

-.-..Q..

Communication between a [group of]
source[s] and several receivers. H
'
L
)
.
.
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Receiver n

Receiver |
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Multicast in a Nutshell (II)

Sender A

v
:

Receiver[s] have to signal to the
spvufst!luibu!uifzns
in certain channels.

P

o& Evﬁ gchty.

Receiver n
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PIM Traffic «-p MLD Traffic ==-p
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IPv6 Multicast Listener

Protocol (MLD) . Sfgmbdf tAMPQw5 dt !

MLDv1 (RFC 2710) based oifGMPv2,
MLDv2 based onIGMPV3.

- Queriers & Hosts

Querier: network device (usually a router) that
sends guery message to discover which
network devices are members of a given
multicast group.

Receiver: node that sends report messages to
inform querier about a group membership.
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MLD Version 1 - All MLD versions are based on ICMPv6

- First defined in RFC 2710, derived from IPv4's
IGMPv2

- Used by IPv6 routers for discovering directly
attached multicast listeners .

~Jo!'jut!psjhjobm! gpsn! NME!

identity or number of multicast listeners.
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MLD Version 2

- Specified in RFC 3810and equivalent to
IGMPv3

- Designed to beinteroperable with MLDvL

~-Beet!tvgqpsu!lgps! #t pvs

nodes can report interest in traffic only from
a set of source addresses or from all except
a set source addresses.
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MLDv1 Message Types Query (130)

General: Multicast address field set to 0 to learn
which multicast addresses have listeners on an
attached link.

Group/multicast -address specific.

- Report (131)

Tfoefs!pg!nfttbhf!)>!Db! 8
specific IPv6 multicast addresses it listens to.

- Done (132)

Tfoefs!pg!nfttbhf!)>1Dpl\
indicates which address it no longer listens to.
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MLDv1 Query Messages

Querier

General Queries.

- Asks all listeners about multicast addresses of

¢

interest.

]
.
[}
’
{ =

- Sent to FF02::1 (link-scope all-nodes).

]

._///

- Multicast - Address- Specific Queries:.

&-

- Ask listeners about a particular multicast address.

- Sent to the multicast address being queried.
Listener

Query =--p
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MLDv1 Listener
Messages

—— - Multicast Listener Report : ICMPVv6

- & Type 131

- Sent to the multicast address being reported.

4
” 6 - Multicast Listener Done: Type 132

- Sent to FF02::2 (link-scope all-routers).

£

istener

Report «-p
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MLDv2 Messages

- General Queries: ICMPv6 Type 130
- Sentto FF02:1

- Specific Queries: ICMPv6 Type 130

- Inclusion of Address-and-Source- Specific queries.

- All specific queries are sent to the multicast address
being queried.

- MLDv2 Reports: ICMPV6 Type 143
- Sent to FF02::16 (all MLDv2-capable routers).

- No more MLD Donemessages.
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One
Particularly
Interesting
Functionality:

Last Call

aka [The /ast listener quer)j
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MLD Snooping - Switch based, somewhat

proprietary feature that constrains
multicast traffic to only the ports
that have receivers attached.

- The switch builds an MLD table
that basically maps a multicast
group to all the switch ports that
have requested it.
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Security Precautions

S

- All MLD messages must be sent with:
- A link -local IPv6 source address.
- An IPv6 Hop Limit of 1.
- A Router Alert Option in the Hop-by-Hop

extension header.

- Non compliant messages must be dropped.
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ConvenientRFC
Conditions

- A node MUST process anyQuerywhose
destination address matches any of the
addresses assigned to the receiving
interface, unicast or multicast.

- Result: This allows one-to-one
communication with the routers and
listeners.
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