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Who We Are
¬ Antonios
- IT security enthusiast

- Author of Chiron

¬ Enno
- Old-school networking guy

¬ Jayson
- Security researcher at ERNW
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Agenda (40 min + Q&A)
¬ The Object of Interest

¬ How We Tackled It

¬ What We Observed

ĄWhat All This Means
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Why This Talk (I)
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¬ ȣJoining the solicited -node 
multicast address is done using a 
Multicast Listener Discovery such 
as [MLD] or [MLDv2] protocols/Ȥ

Why This Talk (II)

RFC 4861 Neighbor Discovery for IP 
version 6 (IPv6), sect. 7.2.1

Dftdsjqujwf!ps!qsftdsjqujwf!)ȣopsnbujwfȤ*@@!
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Why This Talk (III)

From: 
https:// www.troopers.de/wp -
content/uploads/2013/11/TROOPERS14-
Why_IPv6_Security_is_so_hard-
Structural_Deficits_of_IPv6_and_their_Implications -Enno_Rey.pdf 
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So hfsfȠt!b!Qspupdpm///¬ Apparently every IPv6 stack
- has to support.
- might have enabled by default (most do).

¬ JuȠt!opu!sfbmmz!dmfbs!jg!ju!jt!bmxbzt!offefe!
or not.

¬ JuȠt!b!dpnqmfy!cfbtu!)bt!xf!xjmm!tff*/

¬ Not much public sec research so far.
- XfȠmmclose this gap today ;-)
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MLD Fundamentals
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Multicast in a Nutshell (I)

Communication between a [group of] 
source[s] and several receivers.
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Multicast in a Nutshell (II)

Receiver[s] have to signal to the
spvufst!uibu!uifzȠsf!joufsftufe
in certain channels.
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IPv6 Multicast Listener 
Protocol (MLD)

¬ Sfqmbdft!JQw5ȡt!IGMP
- MLDv1 (RFC 2710) based on IGMPv2.

- MLDv2 based on IGMPv3.

¬ Queriers & Hosts
- Querier: network device (usually a router) that 

sends query message to discover which 
network devices are members of a given 
multicast group.

- Receiver: node that sends report messages to 
inform querier about a group membership .
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MLD Version 1
¬ All MLD versions are based on ICMPv6.

¬ First defined in RFC 2710, derived from IPv4's 

IGMPv2.

¬ Used by IPv6 routers for discovering directly 

attached multicast listeners .

¬ Jo!jut!psjhjobm!gpsn!NME!epftoȡu!mfbso!uif!fybdu!

identity or number of multicast listeners.
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MLD Version 2
¬ Specified in RFC 3810 and equivalent to 

IGMPv3.

¬ Designed to be interoperable with MLDv1.

¬ Beet!tvqqpsu!gps!#tpvsdf!gjmufsjohȣ/!Uif!

nodes can report interest in traffic only from 

a set of source addresses or from all except 

a set source addresses. 
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MLDv1 Message Types ¬ Query (130)
- General: Multicast address field set to 0 to learn 

which multicast addresses have listeners on an 
attached link.

- Group/multicast -address specific.

¬ Report (131)
- Tfoefs!pg!nfttbhf!)>!b!ȣsfdfjwfsȤ*!joejdbuft!xijdi!

specific IPv6 multicast addresses it listens to.

¬ Done (132)
- Tfoefs!pg!nfttbhf!)>!b!\gpsnfs^!ȣsfdfjwfsȤ*!

indicates which address it no longer listens to.
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MLDv1 Query Messages

¬ General Queries: 

¬ Asks all listeners about multicast addresses of 

interest.

¬ Sent to FF02::1(link -scope all-nodes).

¬ Multicast -Address-Specific Queries: 

¬ Ask listeners about a particular multicast address. 

¬ Sent to the multicast address being queried.
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MLDv1 Listener 
Messages

¬ Multicast Listener Report : ICMPv6 

Type 131

¬ Sent to the multicast address being reported.

¬ Multicast Listener Done : Type 132

¬ Sent to FF02::2(link-scope all-routers).
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MLDv2 Messages
¬ General Queries: ICMPv6 Type 130

¬ Sent to FF02::1.

¬ Specific Queries: ICMPv6 Type 130

¬ Inclusion of Address-and-Source-Specific queries.

¬ All specific queries are sent to the multicast address 

being queried.

¬ MLDv2 Reports : ICMPv6 Type 143

¬ Sent to FF02::16 (all MLDv2-capable routers).

¬ No more MLD Donemessages.
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One
Particularly
Interesting
Functionality : 

Last Call
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MLD Snooping
¬ Switch based, somewhat 

proprietary feature that constrains 
multicast traffic to only the ports 
that have receivers attached.

¬ The switch builds an MLD table 
that basically maps a multicast 
group to all the switch ports that 
have requested it.

20/11/2014 © ERNW GmbH | Carl-Bosch-Str. 4 | D-69115 Heidelberg #19



www.ernw.de

Security Precautions
¬ All MLD messages must be sent with:

¬ A link -local IPv6 source address. 

¬ An IPv6 Hop-Limit of 1.

¬ A Router Alert Option in the Hop-by-Hop 

extension header.

¬ Non compliant messages must be dropped.
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Convenient RFC 
Conditions

¬ A node MUST process any Querywhose 

destination address matches any of the 

addresses assigned to the receiving 

interface, unicast or multicast.

¬ Result: This allows one-to-one 

communication with the routers and 

listeners.
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