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Who we are ¬  Old-school network geeks, 
working as security researchers for 

¬  Germany based ERNW GmbH 
-  Independent 
-  Deep technical knowledge 
-  Structured (assessment) approach 
-  Business reasonable recommendations 
-  We understand corporate 

¬  Blog: www.insinuator.net  

¬  Conference: www.troopers.de 
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Agenda 

¬  Introduction & Definitions 

¬  Azure Infrastructure 

¬  Threat Models & Security Implications 

¬  Conclusions 
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What is the Cloud? 
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Buzzwording ¬  "Think stateless CPU in the Cloud” 

¬  "The unique architecture of the 
cloud not only offers unlimited 
storage capacity, but also lays the 
groundwork for eliminating the 
daily grind of data backup thanks to 
the cloud’s constant replication of 
data." 
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Security Concerns 

¬  “Where is my data stored?” 
¬  “Who has access?” 
¬  “Do I have to take care of 

backups?” 
¬  “Is the service secure?” 
¬  “Can I be compliant in the cloud?” 
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Definition of 
Cloud Computing 
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Well said… 
¬  … but how does this help? 
¬  Let’s put on the “infrastructure/

security glasses”. 
-  Getting an understanding of actual 

cloud infrastructure. 
-  Derive changes in threat models. 
-  Recognize new security challenges. 
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The (really) old World 
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The new Virtualized World 

Virtual 
Workload 
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The new Cloud World 

? 
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Workload 

Virtual 
Workload 
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Compute Node 

	  
	  

Virtual 
Workload 

Virtual 
Workload 
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Rack 

	  
	  

Node 1 

Node 50 

Node x 
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Cluster 

	  
	  

Rack 1 

Rack 20 

Rack x 

Aggregation Router 
& Load Balancer 

Fabric 
Controller 
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Fabric 

	  
	  

Datacenter Routers 

Utility Fabric 
Controller 

	  
	  

[…] 
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Compute Node 

root
OS

Hardware
CPU (cores), RAM, local hard drive, ...

Azure Hypervisor

Fabric 
Agent Virtual Hard Drive

Guest VM Host 
Agent

Virtual Hard Drive

Guest VM Host 
Agent

Compute	  Node

[...]
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!
Source: h.p://msdn.microso;.com/de-‐de/library/cc768520(en-‐us).aspx	   
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Definition of 
Cloud Computing 
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Main Cloud Risks 
As of ENISA 
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Lock-in 
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Loss of Governance 
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Compliance 
Challenges 
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Isolation Failure 
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Malicious Insider 
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Subpoena 
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Changes of jurisdiction 
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Data protection risks 
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And as of ERNW…   
¬  … Management Interfaces. 

¬  Have a look at the Hacking Night 
School ;-) 
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You can’t secure the Cloud 
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Introduction to the Systems Operation Lifecycle 
1.  Hardware is purchased. . . 
2.  . . . from trusted hardware suppliers. 
3.  The hardware is operated in own data centers. . . 
4.  . . . which reside in carefully selected countries and locations. . . 
5.   . . . and are secured by carefully selected access control mechanisms. 
6.  The hardware is operated by trusted employees. . . 
7.  . . . who install operating systems. . . 
8.  . . . from trusted install media. . . 
9.  . . . in a secure, documented way… 
10.  … and operate them in a secure, documented way. 
11.  The operating system is secured by carefully selected controls. 
12.  Only approved applications are installed. . . 
13.  . . . from trusted install media. . . 
14.  . . . and operated and secured using carefully developed guidelines. 
15.  Hosted applications are developed following carefully developed secure coding guidelines. 
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Mapping Risks 
Risk	   Step	  in	  Systems	  Opera0ons	  Life	  Cycle	  

Lock-‐in	   7-‐11	  

Loss	  of	  Governance	   1-‐13	  

Compliance	  Challenges	   1-‐13	  

IsolaNon	  Failure	   1-‐13	  

Malicious	  Insider	   3-‐6	  

Subpoena	   4	  

Changes	  in	  JurisdicNon	   4	  

Data	  ProtecNon	   1-‐13	  

Management	  Interfaces	   1-‐10	  
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Mapping Risks 
Risk	   Step	  in	  Systems	  Opera0ons	  Life	  Cycle	   Steps	  under	  control	  of	  (IaaS)	  CSP	  

Lock-‐in	   7-‐11	   7-‐9	  

Loss	  of	  Governance	   1-‐13	   1-‐9	  

Compliance	  Challenges	   1-‐13	   1-‐9	  

IsolaNon	  Failure	   1-‐13	   1-‐9	  

Malicious	  Insider	   3-‐6	   3-‐6	  

Subpoena	   4	   4	  

Changes	  in	  JurisdicNon	   4	   4	  

Data	  ProtecNon	   1-‐13	   1-‐9	  

Management	  Interfaces	   1-‐10	   1-‐9	  

#33	  2/28/13 



www.ernw.de 

… and which of those are addressed by Devs? 
Risk	   Step	  in	  Systems	  Opera0ons	  Life	  Cycle	   Steps	  under	  control	  of	  (IaaS)	  CSP	  

Lock-‐in	   7-‐11	   7-‐9	  

Loss	  of	  Governance	   1-‐13	   1-‐9	  

Compliance	  Challenges	   1-‐13	   1-‐9	  

IsolaNon	  Failure	   1-‐13	   1-‐9	  

Malicious	  Insider	   3-‐6	   3-‐6	  

Subpoena	   4	   4	  

Changes	  in	  JurisdicNon	   4	   4	  

Data	  ProtecNon	   1-‐13	   1-‐9	  

Management	  Interfaces	   1-‐10	   1-‐9	  
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You can’t secure the Cloud 
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Azure Security 

¬  Transport Encryption 
¬  Network segmentation/isolation 
¬  No vulnerability history 
¬  Hardened systems 
-  Both infrastructure and virtual 

machines 

… Mechanisms 
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Transport Encryption 

¬  All management traffic is SSL 
encrypted. 

¬  Certificates are used for both client 
and server authentication 

¬  SSL for applications can be 
configured as well. 
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Network Isolation 
¬  3 different network segments: 
-  Fabric Controller 
-  Infrastructure (e.g. network devices) 
-  Untrusted (all hosted workloads) 

¬  Isolation between segments 
-  E.g. ACLs between Fabric Controller 

and Fabric Agents 
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Vulnerability History 
¬  No relevant vulnerabilities so far. 
-  One DoS in HyperV 
-  One vulnerability in the Azure SDK 

¬  Template virtual machines 
hardened and patched… 
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… and Hardening 
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Azure #Fails so far 
¬  Two (Three ;) ) outages 
¬  CVE-2011-1068 
¬  CVE-2011-1872 
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Microsoft Azure Leap Year Glitch 
http://blogs.msdn.com/b/windowsazure/archive/
2012/03/09/summary-of-windows-azure-service-
disruption-on-feb-29th-2012.aspx 
 

#41	  2/28/13 



www.ernw.de 

Overview 
¬  Outage affected Azure Compute 

and dependent services (such as 
Access Control Service, Service 
Bus, SQL Azure Portal, Data Sync 
Services) 
-  SQL Azure and Azure Storage was not 

impacted 
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Azure Background 
¬  Tight integration requires guest 

agents (GAs) and fabric agents (FAs) 
which the FC uses for interaction 

¬  GAs for example generate a so-called 
transfer certificate when it is 
initialized. This allows the encrypted 
communication between FA and GA  

¬  Transfer certificates are valid for one 
year. 
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Outage in one Sentence ¬  Certificates created on Feb 29 2012 
had a validity until Feb 29 2013 – you 
see what they did there? ;-) 

¬  Obviously, certificate generation failed 
due to an invalid valid-to date. 

¬  Thus, the GA initialization fails (25 
minute timeout to contact the HA) 

¬  When the GA initialization fails, the VM 
is bootstrapped again 

¬  If this bootstrapping fails three times, 
an hardware error is assumed ;-) 
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Compute Node 

root
OS

Hardware
CPU (cores), RAM, local hard drive, ...

Azure Hypervisor

Fabric 
Agent Virtual Hard Drive

Guest VM Host 
Agent

Virtual Hard Drive

Guest VM Host 
Agent

Compute	  Node

[...]
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2nd Outage 
http://blogs.msdn.com/b/windowsazure/
archive/2012/08/02/root-cause-analysis-for-
recent-windows-azure-service-interruption-
in-western-europe.aspx 
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2nd Outage 
¬  July 26 2012, 2 hours 
¬  West Europe Sub-Region 
¬  Azure network infrastructure is 

“limiting the scope of connections 
that can be accepted by our 
datacenter network hardware 
devices” 
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2nd Outage 
¬  Capacity upgrade was performed 
¬  Infrastructure includes more 

devices = more endpoints 
¬  “Scope” of connections wasn’t 

adjusted 
¬  Significantly increased number of 

error messages, triggered bug. 
¬  Human error was root cause! 
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Live News 
3rd Outage on Feb 23 ;-) 
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Expired SSL Certificate 
¬  SSL certificate of Azure Storage 

expired 
¬  Started on Feb 23, 12:44 PM PST, 

services were restored to 99% 
worldwide by Feb 24, 1:00 AM PST 

¬  No further details yet. 
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Node 1 

Node 50 

Node x 
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Cloud Impact 
¬  No actual SLAs 
¬  “We guarantee…” uptime of service 

X, but no refunds. 
-  ;-) 
-  Typically, service credits are granted. 

¬  http://www.windowsazure.com/en-
us/support/legal/sla/ 

… for Developers 
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Cloud Impact 
¬  Scheduled Downtimes 

… for Developers 
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Cloud Impact ¬  Penetrationtests more difficult 
¬  Only possible for own applications 
¬  Is this enough…? 
-  In order to assess this, you have to assess 

whether you want to trust your CSP. 

¬  http://download.microsoft.com/download/
C/A/1/CA1E438E-CE2F-4659-B1C9-
CB14917136B3/Penetration%20Test
%20Questionnaire.docx 

… for Developers 
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In the end, you want to feel confident. 

TRUST	  
	  

CONTROL	  
	  

CONFIDENCE	  
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Potential Trust Metric 
Amazon	  WS	   Azure	   $SOME_SAAS	  

Symmetry	   2	   3	   4	  
Transparency	   1	   3	   4	  
Consistency	   2	   5	   1	  
Integrity	   2	   4	   2	  
Value	  of	  Reward	   5	   4	   3	  
Components	   4	   3	   2	  
Porosity	   3	   3	   2	  

Trust	  Factor	   19	   25	   18	  

Further	  Reading:	  h.p://www.insinuator.net/2011/06/broken-‐trust-‐part-‐1-‐definiNons-‐fundamentals-‐some-‐more-‐reflecNons-‐on-‐rsa/	  
2/28/13 #56	  

Note: Sample Metric. Obviously, your assessment will vary.  
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Remaining Risks 
¬  Assess your assets.  
-  And decide whether you want to put 

them in the cloud. 

¬  Evaluate whether you want to trust 
the Cloud Service Provider. 
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Conclusions 
¬  Azure has a good security posture so far. 
¬  Intrinsic Cloud challenges remain. 

¬  Adjust your security/threat models to the 
new cloud world. 
-  Think in terms of the Systems Operations Life 

Cycle 

-  Decide where you have to/want to trust your 
Cloud Service Provider 
-  Document it! 
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March	  
11th-‐15th	  2013	  

	  
Heidelberg,	  
Germany	  

	  
www.troopers.de	  

Workshops,	  Conference,	  Roundtables,	  PacketWars	  Hacking	  Contest,	  10k	  Morning	  Run,	  …	  
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