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ERNW ¬  Highly specialized security consulting & 
assessment services company, since 2001 

¬  Independent of vendors, financial 
obligations, share holders. 

¬  Our customers are mainly very large, global 
enterprises 

¬  #whoami 
-  Team Lead Vulnerability Research and 

Information Security Management 
-  Long-time-pentester-who-became-team-lead 
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Providing Security. 
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APT Protection* 

6/15/15 #11	  

* or Advanced/Next-Generation 
malware detection/protection – or one of the other terms. 
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The one we can rely on? 
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Network Security in 2015? 
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Security Controls 

 
 

Transport (Connect to port) 

Visibility (Routing) 

Authentication 
 

Permissions (Filesys., Transact.,RFCs etc.) 

 Patch Level/Hardening 
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Network	  Security	  Controls	  
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Least Privilege Approach 
¬  Whitelist = Identify the positive. 

è Requires contextual information. 

Deny everything except for $SOMETHING 
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Filtering Controls  
¬  Choke point firewall 

¬  Host-based/NIC-level 
Firewalls 

Level of 
Centralization 
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Here’s some Dilemma 

Infosec people == Centralized least privilege controls 

Unfortunately: 
Infosec people != contextual information 
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The Dilemma 

¬  Least privilege rules 

¬  Centralized enforcement 
 

¬  Security operations should strive 
for efficiency. 
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Efficiency – Operations is key 
Security	  

Components	  
“The	  stuff	  you	  buy”	  

ImplementaAon	  
“How	  you	  set	  it	  up”	  

OperaAons	  
“How	  you	  run	  it	  on	  a	  daily	  

basis”	  

ImplementaAon	  
“How	  you	  set	  it	  up”	  
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Efficiency 

¬  You have to accept a trade-off! 

Read: in pretty much all sufficiently large 
organizations… 
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Least Privilege? 

¬  Protection need 

¬  Network Exposure 

¬  Vulnerability Factor 

 

¬  Trust (worthiness) 
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Sample Classification 
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Problems of “Security Controls” 

¬  Costs! 

¬  Operational impact 
-  Business might feel obstructed. 

¬  Limitations 
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Confidence 

TRUST	  
	  

CONTROL	  
	  

CONFIDENCE	  
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Cloud & Trust 

Determine	  Business	  
Criticality	  of...

Determine	  Cloud	  
Service	  Model

Perform	  Trust	  
Assessment

Determine	  
necessary	  controls

Decision	  matrix	  for	  
communication

Documentation
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Cloud & Trust 
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Necessary	  Controls

Trust	  Research Trust	  Questionnaire

Trust	  Level

Business	  Relevance	  Analysis Type	  of	  Cloud	  Service
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Conclusions 
¬  Evaluate operational effort & 

security benefit. 
¬  Question security best practices 

from a risk-based perspective. 
¬  Evaluate trust as a source of 

confidence. 
¬  Especially in very large VUCA 

environments! 
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There’s never enough time… 

Takk…	   ...for	  yours!	  

@uchi_mata Slides & further information: 
https://www.insinuator.net 
(..soon) 

mluft@ernw.de 
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Disclaimer 
All products, company names, brand names, 
trademarks and logos are the property of their 
respective owners! 
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REGISTRATION OPEN: www.troopers.de 

There are few things to know about TROOPERS:  
  
March,14 -18. 2016 
Heidelberg, Germany 
Make the world a safer place. 

 
  

DATE:    
PLACE:    

MISSION:  
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The Archive ¬  Feel the spirit – TROOPERS13 Teaser: 
https://www.youtube.com/watch?v=lfBo48r-Qho 

¬  TROOPERS13 Talks: 
-  Videos: 

http://www.youtube.com/playlist?
list=PL1eoQr97VfJl1LdMzyQPz71uR6bwiUGog 

-  Slides: https://www.troopers.de/archives/index.html 

¬  We hope to see you in 2016! 

Jeff Gough at TROOPERS13 

Blog: Conference: 
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