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Who | Am - Founder and managing director of vendor

Independent network consulting &

security assessment company ERNW.
42 members of staff as of Mar 2015.
Mainly serving global enterprise orgs.

- Old-school network guy with some
background in large scale operations.

- Involved with IPv6 since 1999 and
regularly blogging at www.insinuator.net
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Disclaimer . XflepoNu! i bwf !réaionshipp c
sales partnership, whatever with $HOST.

XfNwflopu! fwfol! sf dshirtsvf e
or mugs) from them, ever.

- XfleponNu! hfu! )ps! xpvr
money for being here today.

JuNt!bmm! bcpvu! dpousj c\
global IPv6 deployment.Seriously.

-~ Gps'!ui flsfdpse; !'gspn!
pwfs! bo! OEB! gps! upebz
Be relaxed. What happens in$PLACEstays thr.
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Agenda

- X1 fsflep!xfltuboe
time to act.

- Typical steps of IPv6 planning &
preparation efforts, and what to
keep in mind/take care of.

- Conclusions
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Diffusion of Innovations

In the following please keep that 16%
point in mind. 100
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http://en.wikipedia.org/wiki/Diffusion_of_innovations ‘ 0
piien-wikipedia.org - Innovators Early Early Late Laggards
25 % Adopters Majority Majority 16 %
135% 34 % 34 %

#5 www.ernw.de

3/3/2015




Current Stats (1)
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Projection
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https://iwww.vyncke.org/ipv6status/project.php
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® Germany 13.92 # Projection 25.31 | February 24, 2016
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Stats (Il)
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# Percentage of IPv6 users 5.72 | February 22, 2015
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More Stats

Websites

Overall 5.5%

top 1,000,000 6.0%
top 100,000 6.4%
top 10,000 8.1%

top 1,000 14.9%

W3aTechs.com, 24 February 2015
Percentages of websites using IPv6 broken down by ranking

http://w3techs.com/technologies/breakdown/ce -ipv6/ranking
3/3/2015
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Even More Stats
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Table 1 - IPv4 Allocated addresses by year

2005|2006|2007|2008|2009|2010|2011/2012/2013|2014
Allocated IPv4 Addresses

(Millions) 174.4/168.1|203.9|203.3|189.4/248.8/201.0{114.9 65.1] 63.9
Relative Annual Growth [ 8.0%)| 7.7%] 8.8%] 8.0%| 6.9%] 8.4%| 6.3%] 3.4 1.9%] 1.8%|

RIR \ YEAR 2005| 2006, 2007 2008| 2009 2010, 2011 2012 2013 2014
APNIC 53.6| 51.4| 65.6| 87.8| 86.9 120.2| 105.2 1.0 1.3 3.7
RIPE NCC 61.2| 55.00 60.7] 44.0) 43.4 56.0 43.1 40.0 2.0 2.5
ARIN 47.2| 46.5| 53.0/ 57.1] 41.1 45.2 23.5| 45.0/ 26.5 26.0
LACNIC 10.4| 10.7| 14.2| 12.0/ 10.5 13.0 244 21.0/ 28.5 19.1
AFRINIC 0.9 2.6 5.5 1.6 5.9 8.5 9.2 7.9 6.8 12.5

Table 2 - IPv4 Allocated addresses (millions) - Distribution by RIR

http:// www.potaroo.net/ispcol/2015-01/addressing2014.html
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It Should Be Clear

~Utr f18nbsl fugmbdf 8!
where you interact with your
customers, suppliers, business
parthersetc.dpf t oNu! s t f

- Anything that limits (Internet) access
and hinders communication might
have some impacton, well... growth.
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Main Activities We See

Related to IPv6, in our customer space.

- Planning

- Process Integration

- Preparation of Infrastructure

3/3/2015 #14 www.ernw.de
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Activities We See

Planning Level

- Roadmap

- Main strategy elements

- Address plan

3/3/2015 #15 www.ernw.de




Activities We See

Process/Project Integration

- Include IPv6 invendor/tool selection process

- Include IPv6 in RF(I|P)s & tendering processes

SFngmpzfflpg!uif! Gvuvsf &
B8Pvs! gspevdut!bt! JpU! hbe
Hmpcbm! dpmmbcpsbujpo! xj
z! 61&8!'jojuj buj wf

tpnf cvmmtiju cv{{ xjui

# . Allgn with other projects within $ORG

y C
3

A N
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Activities We See - Fwbmv buf capdbiftiesj f st N!

Preparation of infrastructure

- Testlab
- Network devices (inventory, upgrade etc)
- Monitoring infrastructure

- CMDB

- IPAM

3/3/2015 #17 www.ernw.de




Planning Stuff

Road Map, Sample

.

3/3/2015

Time frame
/ To be
Name of Phase Objectives (mainly

Estimated
Operational
Effort/

completed) OPEX

until

Enable IPv6 for Internet services to maintain

full availability oSORG services L2 Ly

Internet Edge

2 Prepare globabORG networinfrastructure for
IPV6, incl. being able to enable IPv6 on 31.12.2016 Low
customerlinks & business partner connection

Network Infrastructure 6 a L y
. NI yaSdtkaddressplan)

Network Infrastructure all . an o - p .
, HE G ¢ & NBIREE AyOf o Y2yRIRRAY I AMEEN A ( NI

+ OperatingSystems

Enable IPv6 throughout the whoBORG

Intranet & Applications network and elevate thesORG ITandscape to 31.12.2018 High

IPV6 to the largest possible extent.

Phase out of IPv4 to reduce complexity induc
Sunsetting P by dual stack mode and to fully leverage IPv6 31.12.2020 Medium
benefits.

8 www.ernw.de



Decide Strategy

Right or left?

- SLAAC vs. DHCPvV6
- /64
- Privacy Extensions

- ULAS

- NAT
- MTU 1280/ PMTUD

£
A
D
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Address Planning ~Efdjef! 8hmpcbm! bmmp
Some Notes
- Pursue the right objectives
\\\1./ Q\A\ - And re-fine/discuss plan several times.
AT,
/\g/c\li’g//\\—/\ - Gspn! pvs! gf st gf duj w
/\5\ el bwbj] mbcmf! s haywwysdft
B —® & ——mr helpful for large enterprises

- XfnNwtflzfulup!tffl!peoef
site VRFs or regional data centers.
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Efdjef!po! 8Hmpcbm!

i | | |
Bmmp dbuj pol Tuspdiofyanizafions we know have
become (or been before) LIR @RIPE.

- This makes sense and can be done
with manageable effort.

RIPE - But...

—NCC

3/3/2015 #21 www.ernw.de
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Global Allocation Strategy (Il) - 8 X i bao Wwe reasonably expect on the Internet
._this brings up additional questions: routing level when it comes to using this address
space for subsidiaries/parts of our network
outside of Europe and potentially announcing
prefixes from local break -outs or regional hubs @Z

- "(When) Does it make sense to apply for an IPv6
address space allocation at/from other Regional
Internet Registries (RIRs)? All of them or 'the
main ones( @38

- "If we opt for following the path of applying for
allocations from several RIRs, what are the
specifics/prerequisites/pitfalls of these
procedures at the individual RIRS?

What about initial/recurring effort & costs?"

3/3/2015 #22 www.ernw.de



Global Allocation
Strategy (lI)

And the respective answers...

3/3/2015

-~ It depends ;-)

- Seriously,
wee poNu 'crybta]vtball b !
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: - _Qut-of-region yse is a mess, as of RIR
DNnpo- ! ui bumtghigi@Nkdinkrsswit real -lite Internet
PI -1 pl -t mfuntisecsnd// ! | fggUliNnguve tend to expect problems though.
Pof!tfoufodf! qgfs! rvft_qupFSJ%!rlrﬁt!x(B:b/j m! vt l po! Ui J t 1\
ball thing...

- Most organizations we know have become
member (to apply for an IPv6 allocation) at
RIPE, ARIN and APNIC.

Ui fsfnNt!tpnf!dbwfbut! bt!
pls approach me over lunch if interested.

(N

- When applying for membership at RIRs, most
jttvit! beatbledi8Bphfopu! po!
See next slides.

#24 www.ernw.de
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Membership at $RIR

Your home work

~-Jefoujgz!8tvjubcm
%SFHJPO8-!)] odm/

Point of contact who has rough under-
standing why this stuff is happening.

Certificate of registration

Person with signing authority

- Be prepared to explain role & function
of RIRs (or what IPv6 is) tahem.

- Payment!

3/3/2015 #25 www.ernw.de
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Payment of RIR Fees S Ui fsfNtuljbnifpogff f! boe! u
This one deserves a dedicated slide membership fees.

- The invoice will be issued (but not
% necessarily sent) to SORG_IN_REGION.

Evidently so, as they are themembers.

some time frame...)

Try to centralize this, with functional mail
N — addresses. Doing so can be very helpful in dis
cussions with $CEO_OF REGIONAL_ORG, too.

$ - Someone has to pay it (usually within

#26 www.ernw.de
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| . ERNW

Payment of RIR Fees - Corporate Purchasing (in Budapest,

What could possibly go wrong? () Manila etc.) will contact you:

e~
S
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Payment of RIR Fees - If you process payment through some 3rd
What could possibly go wrong? (I1) party (|n Budapest, Manila etc.), be
prepared to...

Provide proof to $RIR that this payment
relates to yeurapplication the application of
$ORG_IN_REGION.

‘/ mnr~ . - Keep the regional guys in the (cc) loop.

- DdJ! bmsf bez! nfoujpo!u
time frame within the procedure?

-~ Kvtu!jo!ldbtf!zpv!njtt
yearly renewal fee, too ;-)

#28 www.ernw.de
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Main Objectives - Ability to aggregate

- Persistence

- Significance / Legibility
- Applicability

- Abllity to delegate

- Allows for growth

See also:
http://www.insinuator.net/2014/05/ipv6 -address-plan-
considerations-part-3-the-plan/
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Address Plan

The outcome could look like this

Prefix Length | _ Category | Max. Entities Sufficient Reserve

RIPE, ARIN, APNIC, in case of RIPE use one
132 - Full prefix assigned by RIRs LACNIC /32 out of allocated /29

Data center or large sites
spanning multiple VRFs,
dedicated infrastructure like

Large site or data "remote access", "extranet”, Corp HQ site, /40 prefix might facilitate (global
140 center 256 "guest WLAN" etc. Brussels datacenter routing yes
"Normal" site or VRI 65536 sites or 256 sites without VRFs or individue5SOME_PLANT1, number of sites: yes.
148 within large site  VRFs within large sitVRFs within large site $OTHER_PLAN@R2. VRFs within large site: y

clients wired/wireless,
peripherals, phones, keep it simple. Split in-@ for
/56 "system type" 256 "Produktionssysteme" "reachable”, 8F for "internal" yes

164 individual VLANs 256 per service grou yes

3/3/2015 #30 www.ernw.de




Process Integration @)
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- Do you run IPv6 in your own corporate network? Please provide details.

Include IPV6 in

Vendor/Tool Selection - When displaying, storing or exporting IP addresses, can your solution
Sample (Part I) correctly handle IPv6 addresses of all types (link-local, ULAs, GUASs)?

- When receiving IP addresses as input or processing them (e.g. in a
database), can your solution correctly handle IPv6 addresses of all
types (link-local, ULAs, GUAS) and of variable lengtt?

- Does your solution implement RFC 5952 in the sense that input (of IPv6
addresses) can be in any format, but output (e.g. in log files) follows
the RFC 5952 recommendatiorf

- Can your solution handle both A and AAAA records from DN&

- Does your solution use link-local or GUAS/ULAs for intra-subnet
communication? Which is the default and can both types of addresses
be configured?

3/3/2015 #32 www.ernw.de
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. - Doesyour product/offering comply with any of the profiles in the ripe -
Include IPV6 in 554 requirements specification ? [http://www.ripe.net/ripe/docs/ripe -

Vendor/Tool Selection 554
Sample (Part II)

- Do all security-related functions of your solution (e.qg. traffic
filtering/ACLs, blacklisting, logging) fully support IPv6, with
performance being equal to that of IPv4?

- Do all implementations of management interfaces & protocols (SNMP,
syslog etc.) used within your solution fully support IPv6?

- Does your solution have a built-in webserver? Can this be configured to
listen on an IPv6 address and has it been tested to successfully work in
an IPv6-only or dual-stack setting ?

- Has your solution been thoroughly tested in an IPv6 only or in a dual
stack setting? Please provide proper test documentation.

- In dual-stack settings which approach (e.g. Happy Eyeballs as of RFC
6555) does your solution follow as for preferring IPv6 over IPv4 or vice
versa? Can this be configured/adjusted if needed?

3/3/2015 #33  www.ernw.de



IPv6 in Vendor/Tool
Selection Process

The most crucial question is the one

hostdosted ~-8Jo!dbtfl! zpvs! gsp
IPv6, do you have IPv6 enabled In
your own corporate network ?

Please provide proper
epdvnfoubuj po/ 8
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Preparation of Infrastructure
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Evaluate Carriers - As of early 2015 pretty much all major

dbss)fst!tvggpsu! JC
dbgbcmf 8!t fswjdft/

7

- As so often, the devil is in the detalls

( ’ ‘ though.

- - You MUST carefully evaluate those.

In this space things going wrong today
might cost you dearly later.

3/3/2015
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Provider's
b Category Requirement XY Expectation Weight Answer C
1 General  |IPv6 service level agreements (SLAs) meet or exceed existing/IPv4 SLAs. Yes Very high No
IPV6 circuit bandwidth, latency, packet loss, and jitter specifications meet or exceed
2 General |existing/IPv4 specifications/properties. Yes Very high No
The QoS policies (queuing/discard) applicable to both IPv4 and IPv6 traffic are
3 QoS identical. Yes Very high No
4 Metrics  |IPv6 performance metrics of SPROVIDER's network will be made available. Yes Medium No
SPROVIDER hosts and provides access to a "looking glass" IPv6 BGP router and/or
similar functionality (e.g. an access-controlled monitoring portal) for
5 Monitoring |troubleshooting purposes. Yes High No
6 MPLS Full support of MPLS 6VPE [RFC 4659) throughout SPROVIDER's MPLS network. Yes High No
SPROVIDER is willing to accept IPv6 prefix advertisements from XY's RIPE PA space
Internet  |allocation up to /48 _without_ a covering aggregate, provided appropriate route6
7 Access  |objects exist. Yes Very high No
Internet  |In case answer to previous guestion is "No", what would be the maximum prefix
8 Access  |length that XY can advertise without a covering aggregate? j48 Very high No
SPROVIDER does not impose any restrictions on IPv6 prefixes accepted as long as
their length is shorter or equal /48 and appropriate route6 objects have been
created (that means: "strict filtering" like described in
Internet  |http://www.space.net/~gert/RIPE/ipv6-filters.ntml will not be applied to XY's IPv6
9 Access prefixes). TRUE Very high No .
Internet  |XY's IPv6 own address space can be used in the transit network between Eval uate Carrlers
10 Access  |SPROVIDER's and XY's BGP router(s)? Yes Medium No
What is the maximum MTU of IPv6 packets that can be transported without
11 MTU fragmentation through SPROVIDER's network? Different for MPLS network? Pls specify Very high No Sam ple
All network devices/hosts under SPROVIDER's control ariginate ICMPv6 PTB
12 MTU messages when needed. Yes Very high No
All network devices under SPROVIDER's control pass any ICMPv6 PTB messages in
13 MTU transit which are originated from other devices/hosts. Yes! Very high No
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Test Lab - Activities might include:

- Announce /48 out of your allocated space
and monitor global routing/availability.

- Perform out-of-region announcement of
/32 from your RIPE PA allocation outside
Europe.

- Performance testing, namely of security
devices...

~-Junt! vt v boranve somé mq g v
budget for this.
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