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OOnn  tthhee  ssppeeaakkeerr  ¬  Founder (2001) and managing director of 
highly specialized security consulting and 
assessment services company ERNW. 

¬  Works as “right hand” and trusted 
business advisor of several CISOs of very 
large enterprises. 

¬  Host of security  
conference TROOPERS. 

¬  Regularly blogs on www.insinuator.net. 

¬  Enno Rey 
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MMaaiinn  QQuueessttiioonn  ooff  tthhiiss  
PPrreesseennttaattiioonn  

¬  Do the recent revelations about 
large-scale surveillance activities 
by the NSA (and other intelligence 
agencies) change the way we 
perform corporate information 
security (management)? 
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AAggeennddaa  

¬  Surveillance Approaches 

¬  Consequences for CorpInfoSec 

¬  Conclusions 
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SSoommee  DDeefifinniittiioonn  
Surveillance is the observation or 
monitoring of an individual's 
communications or activities. 
The effects of surveillance on the 
individual can range from anxiety and 
discomfort to behavioral changes such 
as inhibition and self-censorship, and 
even to the perpetration of violence 
against the individual. 

RFC 6973 Privacy Considerations 
for Internet Protocols 
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Taxonomy 

in transit 

Access data 

at rest at 3rd parties 
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OOff  ccoouurrssee,,  SSeevveerraall  
AApppprrooaacchheess  CCaann  BBee  
CCoommbbiinneedd  

¬  Think Dropbox 
-  In transit 
-  At rest (locally & remote) 
-  3rd party 

¬  Well, it’s encrypted. 
-  But they have the keys… 
-  Who’s they anyway? 

OR… 
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IInn  TTrraannssiitt  

¬  Get hold of it (redirect, if needed) 
¬  Store & analyze 
¬  Decrypt 

¬  Correlate 

Fibre optic tab 
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GGeett  HHoolldd  ooff  IItt  

¬  Redirect 
¬  Sniff at centralized points 
-  MPLS backbones 
-  Transatlantic Telecommunications Cables 

The infamous Room 641A 
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TTAATT--1144  

¬  This And That 

¬  Take All Transactions 

¬  Trust American Thieves 

Copyright: Alexrk2 

Spot the difference ;-) 
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Belgacom Attack –  
EU Calling… 

 
and NSA Listening? http://www.standaard.be/cnt/

dmf20130915_00743233 

9/20/13 #11	
  



www.ernw.de 

Belgacom Attack –  
EU Calling… 
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TTOODDAAYY  --  BBrreeaakkiinngg  NNeewwss::  

“GCHQ hacked belgacom.” 

Note to myself: That’s 

why you need to tune 

your slides right before 

the show ;-) 

http://www.spiegel.de/netzwelt/web/belgacom-

geheimdienst-gchq-hackte-belgische-

telefongesellschaft-a-923224.html 
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TThhee  FFaakkee  IInntteerrnneett  CCaafféé  

& FREE WIFI FOR 

EVERBODY ;-) 

Excellent 
conference 
network! 

http://www.theguardian.com/uk/2013/jun/16/gchq-
intercepted-communications-g20-summits 
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SSttoorree  &&  AAnnaallyyzzee  
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CCoorrrreellaattee  
¬  The need (and, btw, capability) to 

correlate might be one of the main 
differences to a targeted attack. 

¬  This is where XKeyscore et.al. come in 

¬  Keep in mind that all collected data is 
stored anyway. 

Find the Needle in A Haystack 
 
aka: Identify an Individual's Actions 
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#NSAPickUpLines 
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DDeeccrryypptt  

¬  Get access to key material 

¬  Break it / Cryptanalysis 

Main Approaches 
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AAcccceessss  ttoo  KKeeyy  MMaatteerriiaall  
¬  (Friendly) Ask CAs to hand it over 
-  Or hack them. DigiNotar? 

¬  (Friendly) Ask Vendors to cooperate 
-  I can’t help myself of thinking of RSA… 

¬  Compromise end points 

Some Approaches 

TROOPERS11 Keynote 
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CCrryyppttaannaallyyssiiss  
¬  Advanced cryptanalysis capabilities for 

supposedly “secure” ciphers? 
-  RC4 
-  ECC crypto? 
-  Others, e.g. AES?  

-  Schneier et.al: “probably not”. 

¬  Deliberate Weakening 
-  Implementation level 

-  à Vendor discussion 
-  PRNGs   

Again, some Approaches 
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PPRRNNGGss  

¬  Standardized 2006 in NIST 
Special Publication 800-90 

¬  Since 2007 discussion about 
potential backdoor 

 

The Discussion about 
Dual_EC_DRBG 

Pseudo randomness visualized by Bo Allen 

http://rump2007.cr.yp.to/
15-shumow.pdf 
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DDuuaall__EECC__DDRRBBGG  
Where It Might Be Used 
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DDuuaall__EECC__DDBBRRGG  
Where It Might Be Used 
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SSppeeccuullaattiioonn  oonn  
""BBUULLLLRRUUNN""  

http://www.mail-archive.com/
cryptography@metzdowd.com/
msg12325.html 

¬  asd 
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BBuullllrruunn  
http://www.nytimes.com/2013/09/06/us/nsa-
foils-much-internet-encryption.html 
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SSoommee  qquuoottee  

“There are two kinds of cryptography in this 
world: cryptography that will stop your kid 

sister from reading your files, and 
cryptography that will stop major 

governments from reading your files.” 

Bruce Schneier 
 in Applied Cryptography Second Edition (1995) 

RLY? 
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AAcccceessss  ((DDaattaa))  AAtt  RReesstt  
¬  Traditional exploitation of COTS OSs 
-  Reportedly NSA sits on many 0-days. 
-  Did they discover & write them? 
-  Why should they (take the effort)? 

-  There’s TippingPoint’s ZDI. 
-  HP is headquartered in Palo Alto, CA.  

¬   Attacks against smart phones 
-  Anybody trusted Apple before? ;-) 
-  Btw… did you already submit your 

fingerprints? 

UUSSAA  
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TTaarrggeett  iinn  SSiigghhtt::  
BBllaacckkBBeerrrryy  
http://www.spiegel.de/
international/world/privacy-
scandal-nsa-can-spy-on-smart-
phone-data-a-920971.html 
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AAtt  33rrdd  PPaarrttiieess  
¬  Coerce them 
-  See above 

¬  Hack them 
-  See above 

¬  Data exchange  
between countries 

9/20/13 #29	
  



www.ernw.de 

IInntteerriimm  SSuummmmaarryy  

¬  They do pretty much everything 
they want. 
-  And which is in the arsenal of a typical 

attacker. 
-  They have massive funding. 
-  Apparently, they’re not bound by any 

legal restrictions. 
IInnffooggrraapphhiicc: http://www.washingtonpost.com/

wp-srv/special/national/black-budget/ 
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WWhhaatt  DDooeess  tthhiiss  MMeeaann??  
On a Personal Level 
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WWhhaatt  DDooeess  tthhiiss  MMeeaann??  

Sorry, this space 
is intentionally 

left blank. 

For Organizations / Enterprises 
 
 
Please note: all of the following 
depends on the context of 
$INDIVIDUAL_ORGANIZATION. 
 
TThheerree’’ss  nnoo  eeaassyy  aannsswweerrss//rreecciippeess  
hheerree……  
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SSoommee  QQuueessttiioonnss  ffrroomm  
CCoorrpp__IISSOO’’ss  DDaaiillyy  TTaasskk  

¬  Compliance anyone? 

¬  Where/whom do we trust? 

¬  What's our risk profile? 

In no specific order ;-) 
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Compliance 
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WWhheerree  GGeerrmmaann  
OOrrggaanniizzaattiioonnss  mmiigghhtt  bbee  
AAffffeecctteedd  

¬  Data Protection 
(Bundesdatenschutzgesetz). 
 

¬  Choice of crypto algorithms, in 
various contexts. 

¬  Banking secrecy  
(Bankgeheimnis)? 
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CCoommpplliiaannccee  &&    
DDaattaa  PPrrootteeccttiioonn  

¬  “Companies that send personal 
data to the U.S. bear the responsi-
bility for these data. Like everyone 
in Germany, they must therefore 
have an interest in ensuring that 
personal data flows are not subject 
to large-scale surveillance by 
intelligence services.” 

Here’s what the current chair of the 
Conference of Federal and State 
Data Protection Commissioners, Dr. 
Imke Sommer, stated on 07/24/2013 
 
 
 
 
 
 
 
 

http://www.bfdi.bund.de/SharedDocs/Publikationen/Entschliessungssammlung/
ErgaenzendeDokumente/PMDSK_SafeHarbor_Eng.pdf 
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CCoommpplliiaannccee  &&    
DDaattaa  PPrrootteeccttiioonn  

¬  “The Conference therefore calls on the Federal 
Government to provide a plausible explanation of 
how the unlimited access of foreign intelligence 
services to personal data of persons in Germany 
is effectively limited in line with the principles 
referred to. Until this is guaranteed, the data 
protection supervisory authorities will not issue 
any new permission for data transfer to non-EU 
countries (for example also for the use of certain 
cloud services) and will examine whether such 
data transfers should be suspended on the basis 
of the Safe Harbour framework and the standard 
contractual clauses.“ 
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Trust 
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OOnnee  MMiigghhtt  AAsskk  

 
 
 
 
 
 
 
 
 
 
Source:  
http://www.theguardian.com/
technology/2013/sep/15/edward-
snowden-nsa-cloud-computing  
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The Role of Trust in Corp_InfoSec_Mgmt 

TRUST	
  
	
  

CONTROL	
  
	
  

CONFIDENCE	
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TTrruusstt  PPrrooppeerrttiieess  

¬  Piotr Cofta’s Work 
-  Trust-O-Meter 

¬  ISECOM 

This is a Wide Field. 
Here’s some Approaches that 
Our Customers & We Use: 
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PPiioottrr  CCooffttaa’’ss  WWoorrkk  
 
 
See TROOPERS Workshop ;-) 
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IISSEECCOOMM    
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IISSEECCOOMM  TTrruusstt  PPrrooppeerrttiieess  

-  Size  

-  Symmetry 

-  Transparency 

-  Consistency 

-  Integrity 

-  Value of Reward 

-  Components 
-  Number of elements which currently provide 

resources which the subject relies on. 

-  Porosity  
-  Amount of separation between the subject and the 

external environment. 

Their Earlier Model 
 
 
 
http://dl.packetstormsecurity.net/
papers/presentations/
Mastering_Trust_Sampler.pdf  
 
See also: 
http://www.insinuator.net/2011/10/
broken-trust-part-2-applying-the-
approach-to-dropbox/ 
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WWhheerree  DDoo  WWee  TTrruusstt??  
¬  Network Level 

-  MPLS 
 
 
¬  OS Level 

-  Microsoft 

¬  Online Storage 
¬  Cloud 

-  Dropbox 

¬  Cloud 
-  Amazon Web Services 

¬  Corporate 
-  Office365 
-  Salesforce 

¬  Search 
-  Google 

¬  Outsourcing 

¬  PKI Services 

¬  Smartphones / BlackBerry 

¬  Crypto Algorithms 
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TTrruusstt  PPrrooppeerrttiieess  
¬  Those must be carefully re-

evaluated. 

¬  In particular as for (in ancient 
ISECOM terminology) 
-  Components 
-  Porosity 
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RRee--EEvvaalluuaattiinngg  TTrruusstt  
FFaaccttoorrss  ooff  $$SSEERRVVIICCEE  
Some Samples 
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Risk 
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Risk 
§  RRiisskk::  tthhrreeaatt  ““vviieewweedd  bbyy  ssoommee  ddiimmeennssiioonnss””  

§  HHooww  lliikkeellyy  iiss  iitt  ggooiinngg  ttoo  hhaappppeenn??  [[LLiikkeelliihhoooodd  ]]  
§  AArree  wwee  ssuusscceeppttiibbllee  iiff  iitt  hhaappppeennss??  [[VVuullnneerraabbiilliittyy  ((FFaaccttoorr))  ]]  
§  WWhhaatt  hhaarrmm  iiss  ccaauusseedd  iinn  ccaassee  iitt  hhiittss  uuss??  [[IImmppaacctt  ]]  

  
  
  

  

§  TTaallkkiinngg  aabboouutt  tthhrreeaattss  ddooeess  nnoott  mmaakkee  ttoooo  mmuucchh  sseennssee  
§  AAtt  lleeaasstt  nnoott  wwhheenn  iitt’’ss  aabboouutt  ccoonncclluussiioonnss  &&  aaccttiioonnss……  
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LLiissttiinngg  TThhrreeaattss  

¬  Did you have the above stuff in your 
threat catalogue? 
-  Does it matter? 

Simple Question Here 
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OOlldd  WWiissddoomm  
 
 
 
 
 
ENISA  
Cloud Computing Risk Assessment 
 
November 2009 (!) 
 
http://www.enisa.europa.eu/activities/risk-
management/files/deliverables/cloud-computing-
risk-assessment/at_download/fullReport  

Maybe the NSA 
should have 

considered this one 
as well ;-))) 
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DDoo  tthhee  RRiisskk  FFaaccttoorrss  ooff  
$$TTHHRREEAATT  CChhaannggee  iinn  tthhee  
LLiigghhtt  ooff  tthhee  RReevveellaattiioonnss??  

¬  Keep in mind, any NSA-induced 
vulnerabilities (e.g. weakened 
PNRGs) may be exploited by other 
parties as well. 
-  There’s some excellent math schools in 

Moscow. And I hear the Chinese have a 
few good mathematicians, too. 

Sure they do… 
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¬  The whole stuff will impact your threats/
vulnerabilities/risks model. 

¬  New threats? 
-  Intelligence agencies. 
-  Competitor with ally in $INTELLIGENCE_ORG. 
-  $AGENCY employee driven by malevolence (or 

need for money). 

¬  Keep in mind: the capacity to look at your 
stuff is there. You can only hope it's not 
(ab-) used against you. 
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CCoonncclluussiioonnss  
¬  Out there, some bad stuff is going 

on. Worse than the conspiracy 
theorists used to tell us. 

¬  This will affect our personal lives. 

¬  In quite some cases this will affect 
corporate infosec space as well. 
-  Think about it! 
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There’s never enough time… 

THANK YOU… ...for yours! 
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RREEGGIISSTTRRAATTIIOONN  OOPPEENN::  www.troopers.de 

There are few things to know about TROOPERS: 
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          MMaarrcchh,,  1177--2211..  22001144  
          HHeeiiddeellbbeerrgg,,  GGeerrmmaannyy  
          MMaakkee  tthhee  wwoorrlldd  aa  ssaaffeerr  ppllaaccee..  

  
    

DDAATTEE::        
PPLLAACCEE::       

MMIISSSSIIOONN::    
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TThhee  AArrcchhiivvee  
¬  Feel the spirit – TROOPERS13 Teaser: 

https://www.youtube.com/watch?v=lfBo48r-Qho 

¬  TROOPERS13 Talks: 
-  Videos: 

http://www.youtube.com/playlist?
list=PL1eoQr97VfJl1LdMzyQPz71uR6bwiUGog 

-  Slides: https://www.troopers.de/archives/index.html 

¬  We hope to see you in 2014! 

Jeff Gough at TROOPERS13 

Blog: Conference: 

9/20/13 #57	
  


