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Crashing Cisco0s Autonomic
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Goal of the presentation

0 Security Assessment for a network implementation

0 The network is based on a new technology developed by
Cisco under the name Autonomic Network

0 Itis first work of its kind to analyze a commercial
implementation of Autonomic Network
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Expectations

0 Understand Autonomic Network, its architecture and how
different components work together.

0 Reverse engineer Cisco’s proprietary Autonomic Network
protocol.

0 Multiple vulnerabilities will be for the first time disclosed
throughout the presentation
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Agenda

Introduce Cisco’s Autonomic Network
Discuss Autonomic Network (AN] architecture

Explain Cisco’s deployment for the AN through multiple
scenarios

Reverse engineering AN protocol phases

o Channel Discovery

o Adjacency Discovery

o Secure Channel

Attacking the network

o Discover and exploit multiple vulnerabilities




Introduction

0 Technology developed in the IETF under the name
ANIMA (Autonomic Networking Integrated Model and

Approach]

Self-
configure

Self-
protect

0 Based on the Autonomic Computing Systems approach
developed by IBM which introduced Self-managing

Systems.



General Overview

0 Network control point, simply known as registrar Registrar

0 Enrollee, can be a new device or an already working
device

o Certificate Authority (either local or external) [Nicvr‘;ﬂjiie]
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Enrollee Registrar

|s there any autonomic device around?

Yes, I'm one, | would like to join the network

Yes, you can. Please generate a key

Key provided. Please provide the certificate

Certificate issued

A

A

Secure Channel 7

A




Live Demo



Demo Results

0 Thereis no need to configure any command on the
greenfield devices

0 Only a single command needs to be configured on the
brownfield devices



Autonomic Network Infrastructure
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Scenario 1: Single Registrar with a Local CA

Autonomic registrar configuration mode
Domain name for the registrar autonomic registrar
domain-id ERNW.de
Node acts as both CA and a registrar CA local
no shut
Enabling both CA and registrar functions autonomic
Enabling autonomic functions
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Scenario 1: Single Registrar with a Local CA

0 3072-bit RSA key for the CA is generated

L - g
0 CA root certificate is generated J

12
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Scenario 1: Single Registrar with a Local CA

0 Unique Device ldentifier, is a combination of device model and
serial number, e.g: PID:ISR4321/K9 SN:FD02018A0M8

0 3072-bit key is generated

0 Registrar becomes aware of its domain name

0 Registrar generates its domain |D

Device number
Interface MAC Address within the domain

13
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Scenario 1: Single Registrar with a Local CA

0 Registrar sends to the CA its UDI, domain name, domain ID and public key to acquire a
domain certificate

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 2 (0x2)
Signature Algorithm: shab512WithRSAEncryption
Issuer:
commonName = ioscs RA
Validity
Not Before: Jan 2 15:00:12 2017 GMT
Not After : Jan 2 15:00:12 2018 GMT
Subject:
serialNumber = PID:ISR4321/K9 SN:FDO2018A0M8 + organizationalUnitName
= ERNW.de
commonName = 0062.ec9d.8060-1
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (3072 bit) 14




Scenario 1: Single Registrar with a Local CA

0 After receiving its domain certificate from the CA

0 Registrar creates cisco_autonomic VRF
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http://www.cisco.com/c/en/us/support/docs/security/nac-appliance-410/112169-nac-layer3-00.html

Scenario 1: Single Registrar with a Local CA

0 Registrar creates new interface under the name loopback100000 and adds it
to the VRF

0 The IPv6 address of the loopback100000 interface is assigned as the following:

64 bits: 48 bits MAC,

8 bits 40 bits 16 bits 16 bits device number
ot .
ED 1* 40 bits _Df SHA-1 of 0000 Domain 1D
domain name
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Scenario 1: Single Registrar with a Local CA

0 1%t phase of AN protocol, Channel Discovery, starts

0 Registrar sends out layer 2 probes advertising the
presence of autonomic registrar and looking for any
new devices supporting autonomic features '
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Scenario 2: Registrar with a Local CA and a Client

o I

0 phase
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