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Our Road-Map for Today

- Introduction and Organization
- Networking Basics

- |Pvé Networks

- Security in IPv6 Networks

- Penetration Testing in IPvé

- Closing
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Introduction

Let’s get the organizational stuff out of the way
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@shell:~$ whoami

jayson

@shell:~$ echo -n $email
jsalazar@ernw.net

@shell:~$% echo -n $employer
https://ernw.de

@shell:~$% echo -n $employer blog
https://insinuator.net
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https://ernw.de/
https://insinuator.net/
https://insinuator.net/
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A Couple of Questions before we Begin
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O/ providing security.
Success Is a Matter of Attitude

- Why are we here?

-~ How are we going to do it?
- What are our tools?
- What if | have questions?

-~ Too fast? Too slow?

- The 20 second rule
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: r providing security.

Let's Start!
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d providing security.

Some Words about the Lab
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@shell:~$ echo “\nIntroducing the Lab”

Introducing the Lab
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Further Learning and Training

- If you want to set up a lab similar to the
one we will be using today during the
exercises, you can leverage the
following tools:

-~ GNS3 or simply Dynamips
- Cisco Packet Tracer

- Cisco 10U

-~ Cisco CSR1000V

05.09.2015 - -Str. - i q #11 www.ernw.de


http://www.gns3.com/
http://www.gns3.com/
http://www.gns3.com/
https://software.cisco.com/download/release.html?mdfid=284364978&flowid=39582&softwareid=282046477&release=3.10.2S&relind=AVAILABLE&rellifecycle=ED&reltype=latest
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What did we have in IPv4?
A lighting-fast Refresher
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A Common Scenario Known to All

Intemetwork Connections with a Router

Router interconnecting two LANS Router interconnecting a LAN and a WAN

(yNetwork'f}
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Why IPv6?

We have to start somewhere
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It all began with one simple fact

Depleted IPv4 Address-Space!
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The IPvé6 Vision

- Personal appliances are increasingly
incorporating networking capabilities.

- Research and monitoring devices such as

sensor networks are also looking towards
IPv6 and multicasting.

- Concrete efforts are being directed towards
materializing the “Internet of Things.”
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d providing security.
Web Content Available over IPvé

From: http://6lab.cisco.com/stats/
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d providing security.
Users Accessing the Internet over IPvé

- Belgium: 37,28%

F /s ~ Germany: 18,24%
’13 | < USA:15,93%
5 Hig - Japan: 10,83 %
] -~ France: 5,46%

From: http://6lab.cisco.com/stats/
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This All Sounds Great, but ...

-(#®) ERNW

providing security.

of

- Is IPv6 mature enough for deployment and most important, are we
informed enough?
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d providing security.
What's New in IPv6? - |

- Several things have changed.

- Yes, the HUGE address space is the most well-
know one.

- But, we also have the IPv6 Extension Headers

05.09.2015 ©ERNVV'GmbH Carl-Bosch=Str. 4 | D-69115 Heidelbera
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What's New in IPv6? - |]

- Router Advertisements and the Neighbor-
Discovery protocol

- Multicasting plays a major role in IPvé

- There are new complex beasts such as the
Multicast Listener Discovery protocol
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d providing security.
IPv6 in a Nutshell - |

- Networking is still networking, BUT
- Bigger address-space, no NAT needed or possible

- ICMP was overhauled, is the basis for other

protocols
IP - Oversimplifying, ND is to IPv6 what ARP was to |Pv4
- ND encompasses other minor sub-functionalities

#22  www.ernw.de
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IPvé6 in a Nutshell - Il

PG

-~ ND is more complex than ARP

- MLD was created and plays a ‘major’ role in IPvé.
It's highly complex, often misunderstood and has
some serious scalability issues.

- Half the action in IPvé happens on the Local-Link

- So, what are the attack vectors in IPvé’s expanded
attack surface?

#23 www.ernw.de
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A Look at the IPv4 and IPv6 Headers

: Type of
Version [HL Sorvice Total Length
Identification Flags || iFeaTent

Time to Live Protocol Header Checksum
Source Address
Destination Address

Options Padding

Legend
Field's name kept from IPv4 to IPv6
Field not kept in IPv6
Name and position changed in IPv6
New field in IPv6

Version Traffic Class Flow Label

Next

Rayioad Lenoth Header

Hop Limit

Source Address

Destination Address

www.ernw.de
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:r providing security.

But wait, there is more!
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O/ providing security.
“IPvé is a well-defined set of standards.”

- It's not!

- Still quite some debates on major
fundamental elements.

- Lots of RFCs, both “standard track” and
Informational, and IETF drafts floating around.

- Vendors may implement fundamental stuff
quite differently

— E.g. how to get host part of address.
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d providing s ty.
Some IPvé6 Design Paradigms
- The end-to-end principle
/,f - IPvé is supposed to be used on a large scale.

\ k - Used by devices “not running in well-managed networks".

/ § -~ IPvé6 devices may be limited as for their processing and
w configuration capabilities.

- Keep this in mind, it will help better understand some
design principles
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IPvé Header Format (RFC 2460)

0 1 2 3
©01234567890123456789012345678901

L [t Tor T S S S SR S A S S A Tr Tk (T Tt R SSE AP S i o
|Version| Traffic Class | Flow Label |

ket ot T T e T S R S . BF DE S o

| Payload Length | Next Header | Hop Limit |
-i--+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+--i-

| |

N 0 t. 7 -i- Source Address -i-
o Options? | T
-i--+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+--i-

i i

-i- Destination Address -i-

i |

Ik T T e b ok ot o T T R S S A
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d providing security.
Meet the Beast, Extension Headers

e — fmmemmemmmmmcmeemeem————a-
IPv6 header TCP header + data

Next Header =
TCP

IPv6 header Routing header

Next Header =
TCP

Next Header =
Routing

IPv6 header Routing header | Fragment header | fragment of TCP
header + data
Next Header = Next Header = Next Header =

Routing Fragment TCP

Fommmmm e e PR Fommmmmmm e e e LT
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Do you Speak IPv6?

05.09.2015
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IPv6 Address-Notation

- An IPvé6 address is a 128 bit number.

-~ These 128 bits are used as eight 16-bit words and
separated by colons.

-~ Each 16 bit word is represented by four hexadecimal digits:
— fedc:ba98:7654:3210:0123:4567:89ab:cdef

- Prefixes are provided in the CIDR notation
(Classless Inter-Domain Routing, RFC4632):

~ fe80:ba98:7600::/40 is a 40 bit long prefix.

- Some abbreviations are allowed:
— 2001:0000:0000:0000:0008:0800:200c:417a
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Notation of IPvé6 Addresses

- Afirst simplification is to omit leading zeroes in each
hex-combination

— 2001:0:0:0:8:800:200c:417a

- The next consists of replacing consecutive zeros by
using “::”

— 2001::8:800:200c:417a

- This simplification can only be made once within an
address.

- The following is the recommended way of including
port numbers:

— [2001:db8::1]:80
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A short Note on Address-Space and Allocation

- The IPv6 address space encompasses a total of 2
" 128 addresses (128-bit addresses).

- However, in IPv6 currently not all the addresses
are ‘released by IANA". As of 2014 the following

—~

areas are:
~ 2000::/3 Global Unicast
— FC00::/7 Unique Local Unicast
— FES80::/10 Link Local Unicast
— FF0O0::/8 Multicast
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IPv6 Addresses 101

-~ Node-Local

— Loopback address of a node.
Usually :: 1, corresponds to the IPv4 loopback address 127.0.0.1.

- Link-Local

— An |IPvé6 address has only local significance.
It is identified by the prefix FE80:: /10.

- Site-Local

— Site-local addresses are similar to IPv4 private addresses (RFC 1918) and have
the prefix FECO:: /10.

— Deprecated (see RFC 3879) by Unique Local Addresses (RFC 4193).
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Interface ID Generation

- Extended Unique Identifier (EUl)-64 Address
— Is generated from the IEEE 802 Address

- Randomly generated value (“Privacy
Extensions”, RFC 4941)
— Meant to counter address scanning
— Hiding the identity
— Default on Windows Vista, Windows Server 2008 und
Windows 7 and Ubuntu

05.09.2015 © ERNW GmbH | Carl-Bosch-Str. 4 | D-69115 Heidelberag #35 www.ernw.de



| MRMCD2015 (®) ERNW |

: r providing security.

Summary!
Please?

05.09.2015
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The Bigger Picture

Sender A .
Receiver n

Receiver ]

oeocooocoeoee |
! \
\

Unicast Traffic
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@shell:~$ ExerciseNumber=1

@shell:~$ echo “\nPractical Exercise
$ExerciseNumber”

Practical Exercise jL
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Network Administration - Refresher

We have to start somewhere
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Core IPv6 Protocols
Buckle your sit-belts, buddies
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d providing security.
The Local-Link

Sender A .
Receiver n

Receiver |

-
-’
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@shell:~$ ((ExerciseNumber++))

@shell:~$ echo “\nPractical Exercise
$ExerciseNumber”

Practical Exercise ;2
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d providing security.
Router Advertisements - The Scenario

Sender A
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ICMPvé6

Internet Control Message Protocol version 6
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ICMPvé6 101

o& EVﬁ gu thy.

- First specified in RFC 2462,
latest in RFC 4443.

-~ ICMPvVé is an integral part of

every IPv6 implementation,
the foundation of other
protocols.

05.09.2015 ©® ERNW GmbH | Carl-Boeseh-Str. 4 | D-69115 Heidelbero

Type(Value) | Description

1 Destination Unreachable (with codes 0,1,2,4)
2 Packet too big (Code 0)

3 Time Exceeded (Code 0,1)

4 Parameter Problem (Code 0,1,2)
128 Echo Request (Code 0]

129 Echo Reply (Code 0

130 Multicast Listener Query

131 Multicast Listener Report

132 Multicast Listener Done

133 Router Solicitation

134 Router Advertisement

135 Neighbor Solitication

136 Neighbor Advertisement

137 Redirect

www.ernw.de



- MRMCDO2015 o(®) ERNW |

: r providing security.

ND

Neighbor Discovery Protocol

05.09.2015 © ERNW GmbH | Carl-Bosch-Str. 4 | D-69115 Heidelbera #46 www.ernw.de



| MRMCD2015 (®) ERNW |

d providing security.
Neighbor Discovery 101

- IS the soul of the Local-Link
- ND’s duties:
— Neighbor Discovery
— Router Discovery
— Prefix Discovery
— Parameter Discovery
— Address auto-configuration

— Next-Hop Determination
— Duplicate Address Detection

#47 www.ernw.de
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: r providing security.

MLD

Multicast Listening Discovery Protocol
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d providing security.
Multicast Listener Discovery 101

" Anyone W - The Querier sends periodical Queries to

i datas which Listeners with reportable addresses
reply.

- The Querier does not learn which or how
many clients are interested in which
sources.

y

Me, let it
through!

1 = The Querier uses reported information for
deciding what ingress data to forward.

Listener

#49 www.ernw.de
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d providing security.
The Unicast Side of Things

Sender A .
Receiver n
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Basic Concepts behind Multicasting

- The sender does not require N data
transmissions to reach N clients.

Receiver n

- The infrastructure takes care of the
routing and replication.

-~ The sender sends its data once and
N clients receive it.

- How does the infrastructure know

Multicast Traffic <--9 where the listeners are located?
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O/ providing security.
Where is Multicast being Used? ()

- The usual suspects:

— Video-conferencing

- IPTV

— Sensor-networks

— Monitoring and logging
— NBNS and LLMNR

— Multicast services are definitely worth

Investigating, e.g. LLMNR poisioning

#52 www.ernw.de
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O/ providing security.
Where is Multicast being Used? (ll)

- IPvé has ‘replaced’ broadcasting with
multicasting and multicast-related
mechanisms

- How, you ask?

By mixing the Neighbor-Discovery
protocol, with Solicited-Node multicast
addresses and MLD

#53 www.ernw.de
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The Initial Scenario

- |IPv6 counterpart of IGMP

- MLD enables IPvé6 routers to discover
the presence of multicast listeners on
Its attached links

- Specifically, which multicast
addresses are of interest to those
neighboring nodes.

- MLDv1 dates back to 1999 and was
superseded by MLDv2 in 2004
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Basic MLD Operation

" anyone )| — The Querier sends periodical Queries to

\ : Sxperting | which Listeners with reportable addresses
@ p L/ reply.

- The Querier does not learn which or how
many clients are interested in which
sources.

mf;:f;,:f - The Querier uses reported information for

>, deciding what ingress data to forward.

Listener
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d providing security.
Querier-Sent Messages, Queries

v Internet Control Message Protocol v6
Type: Multicast Listener Query (130)
Code: 0 - Queries have ICMPvé type 130
Checksum: 0x6b89 [correct]
Maximum Response Code: 0

Reserved: 0000 - General Queries are sent to
Multicast Address: ff08::2001:db8 (ff08::2001:db8) e
¥ Flags: 0x00 FFOZ"1

... 0... = Suppress Router-Side Processing: False e .
.... .000 = QRV (Querier's Robustness Variable): 6 — Spec|f|c Queries are sent to the
0000 .... = Reserved: 0 . .

QQIC (Querier's Query Interval Code): © multicast address belng

Number of Sources: 4 -

Source Address: 2001:db8:1::1 (2001:db8:1::1) querled

Source Address: 2001:db8:1::2 (2001:db8:1::2)
Source Address: 2001:db8:1::3 (2001:db8:1::3)
Source Address: 2001:db8:1::4 (2001:db8:1::4)

05.09.2015 © ERNW GmbH | Carl-Bosch-Str. 4 | D-69115 Heidelbera #56 www.ernw.de



MRMLDO2O15

Listener-Sent Messages, Reports

o& FEV& gchty.

Internet Control Message Protocol v6
Type: Multicast Listener Report Message v2 (143)

Code: 5
Checksum:
Reserved:
Number of
P Multicast
» Multicast
» Multicast
» Multicast
» Multicast
» Multicast
» Multicast

0xa291 [correct]

0000

Multicast Address Records:

Address
Address
Address
Address
Address
Address
Address

Record
Record
Record
Record
Record
Record
Record

Changed
Changed
Changed
Changed
Changed
Changed
Changed

05.09.2015 ®© ERNW GmbH | Carl-Bosch-Str. 4

to
to
to
to
to
to
to

800

exclude:
exclude:
exclude:
exclude:
exclude:
exclude:
exclude:

ff08:
ffo8:
ff08:
ffo8:
ffo8:
ff08:
ffo8:

12000
12001
12002
12003
12004
12005
12006

- MLDv2 Reports have ICMPvé
type 143

- Reports are sent to FF02::16

- Can report several desired
groups and sources
simultaneously in so-called
MARs

#57 www.ernw.de
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Funky Note #1, State Keeping on Gateways

Multicast Address State Multicast Sources

J

{ source §,,
source timer }

{ multicast group M,,
report timer, { source §,,
INCLUDE, source timer }

filter timer }

{ source s34,

{ multicast group M, source timer } i

report timer,
EXCLUDE,
filter timer }

05.09.2015 © ERNW GmbH | Carl-Bosch-Str. 4 | D-69115 Heidelbera

- A gateway must keep state
regarding what “kind” of content
must be let through

= MLDv2 extended state keeping
mechanisms in order to also keep
track of accepted sources

- Timers are kept per reported group
and per accepted source

#58 www.ernw.de
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Attack Surface in IPv6 Networks

IPv6, a Fancy Code-Word for Excruciating Complexity
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Host-Level Discrepancies

- Unexpected differences in kernels and IPv6-Stacks
behavior.

— Should packets with source-address 1 be
processed on an external interface?

- These differences lead to lack of awareness with
respect to IPvé hardening in different platforms

- Also, services must often be configured differently.
Hence, admins usually slip. E.g. services listening
on all IPvé capable interfaces.
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d providing security.
Even Applications Behave Differently

- Applications working appropriately in IPv4
usually lack IPvé security capabilities, mostly
due to having been untested.

- 0One such example is the Filezilla server, whose
autoban functionality doesn’t work with IPvé.

- http://blog.webernetz.net/2014/05/14/filezilla-
server-bug-autoban-does-not-work-with-ipvé/
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d providing security.
Evil Fragmentation and Extension Headers

- All Black-Listing approaches to security controls
have a hard time in IPv6 networks.

d

ﬁ%‘ﬁ
")

=

Mostly due to extension-headers and
fragmentation.

d

But also because of ambiguities in the RFCs

- This makes possible the evasions of IDPS

devices and security mechanisms such as
DHCPv6 Guard and RA-Guard.
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d providing security.
Don’t Forget Profiting from the Protocols

-~ ICMPvé6, ND and MLD are perfect candidates for
performing reconnaissance.

-~ Complex protocols with complex packet
structures such as MLD make perfect targets for
performing DoS attacks.

IP

- A poorly hardened Local-Link in an |Pvé6 network
makes leveraging ND for malicious purposes,
e.g. MitM attacks.

#63 www.ernw.de




| MRMLCD201S (@) ERNW

By-Passing ACLs

- ACLs are most effective when the characteristics
of undesired behavior are clear.

- |IPv6 provides a great deal of flexibility, one does
not have to be content with a ‘'standard deployment’.

- However, this very flexibility is one major enemy of
ACLs based filtering.

- Which packets should be rejected?

—~  Those coming from a certain address?

—  With one extension-header or two?

-~ Fragmented or not fragmented?
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d providing security.
Fiddling with ND Messages

- Fill, and keep filled, the Neighbor-Cache of a
legitimate host in the network.

- Reply with spoofed Neighbor-Advertisements to
Neighbor-Solicitations.

- Unsolicited Spoofed Neighbor-Advertisements
and Neighbor-Solicitations.

- Flooding hosts and causing a DoS consumption
due to poorly implemented IPvé stacks.

-~ Remember, the Local-Link is “trustworthy”
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d providing security.
Playing with Router Advertisements

- Router-Advertisements are, as part of auto-
configuration approach, fundamental part of IPvé.

- Once again, the Local-Link is considered
trustworthy!

- A potential attacker can send Rogue-RAs into the
network in order to cause DoS conditions or
redirect traffic due to host using the information
contained therein.

- Lots of DoS conditions to be found here!
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@shell:~$ let “ExerciseNumber++”

@shell:~$ echo “\nPractical Exercise
$ExerciseNumber”

Practical Exercise 3
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What is Security?

Let’s discuss
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IPvé Penetration Testing

How do you actually assess the ‘security’ of a network?
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Why is IPv6 so Hard?

- Trust model and automatized provisioning.
- Complexity

-~ Lack of awareness and understanding of the
technologies involved

E— .
- -~ Stack heterogeneity
‘ ,’ - Limited resources available to defenders
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d providing security.
What then, do we Pentest?

We leverage these intrinsic and other caveats in order to
contribute to the improvement of the security posture of
our clients.

Attackers would employ a similar approach, but with a
different objective.
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Tools of the Trade

How to Interact with the IPvé Stack
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O/ providing security.
Profiting from IPv6 for Reconnaissance

- Leverage ICMP as usual, ICMPvé.

- IPvé has ‘done away with broadcasting’, employ
multicasting for host discovery.

There's one protocol we haven't talked about,
MLD. Every IPv6 host must reply to and process
messages assoclated with the Multicast-
Listener-Discovery protocol

Fragmentation can help with tricking systems
into replying to ICMPv6 ECHO-Requests.
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Some Well-Known Attacking Frameworks

- The Hackers’ Choice THC-IPv6 framework

—  https://www.thc.org/thc-ipvé/
- Sié Networks IPv6-Toolkit

—  http://www.siénetworks.com/tools/ipvétoolkit/

- Anonios Atlasis’ Chiron

—  http://www.secfu.net

- Although they somewhat overlap, they also
complement each other.
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The Hackers’ Choice IPvé6 Toolkit

- Arich set of tools allowing certain interactions
with IPv6 and its associated protocols.

- Although easy to use, it can hardly be customized
- Some interesting tools (many more):

— aliveb — fake_router
— dnsrevnumbé — flood_router
— ndpexaust — fake_advertiseb
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d providing security.
The Chiron IPvé Testing Framework

- Chiron offers several modules geared towards
different potential attack vectors:

— |Pv6 Scanner

— IPv6 Link-Local Message Creator

—  |Pv4-to-IPvé Proxy

- Makes no decisions for you regarding the validity
of the packets, it simply is IPvé6-aware.

- Really flexible, but due to being written in Python
and based on Scapy can be easily customized.
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Good Ol NMAP

- |IPv6 host fingerprinting is a bit immature but
does the job most of the time

- Useful plugins:

— Targets-ipv6-multicast-mld
— |IPvé-ra-flood

— Targets-ipv6-multicast-invalid-dst

— Targets-ipv6-multicast-echo
— IPv6-node-info

— Resolveall
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d providing security.
Internet of Things? Crash All the Things!

- More like, Internet of Broken Things!

- If they are connected they have an IPv6 stack

- If they have an IPvé stack they have data buffers
- If they have data buffers, someone slipped up

- |f someone slips, attackers profit

- Fuzzing |Pvé stacks is incredibly important for
empirically assessing the robustness of devices
we rely on.

http://core0.staticworld.net/
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O/ providing security.
Metasploit and IPvé6

Several reconnaissance and post-exploitation modules support
IPvé

Itisn’t any harder than in IPv4

Useful IPv6 modules:

22

— auxiliary/gather/dns_srv_enum
— auxiliary/scanner/discovery/ipv6_multicast_ping
— auxiliary/scanner/discovery/ipvé_neighbor

— auxiliary/scanner/discovery/ipvé_neighbor_router_advertisement

" mesasP
FRaM

— Good number of IPV6 payload-handlers for Meterpreter
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Web @ IPvé

- Enough networking, what do we do web-
penetration testing with?

- There are several alternatives:
— As usual, BURP
— Arachni for automated tests
— SQLMap for your post-exploitation needs
— For getting the big picture, Nessus

-~ For more information see: Penetration Testing
Tools that Support IPvé
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Let me tell you a story, aye?
Let's talk about MLD
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@shell:~$ echo -n ‘once upon a time...’
once upon a time...
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Test Environment

- Cisco 1921 routers and Cisco
2960s switches

' - Android, FreeBSD, Ubuntu and
Windows virtualized guests

Router 1

/

- Tools

if — Scapy

Switch I Router II Multicast Source
— Chiron

i — Dizzy

Attacker Virtualized Guests — THC |PV6 TOOI.klt
— Wireshark
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Clients’ Response Time to MLD Queries

- Most clients replied immediately
to Queries with Maximum
Response Delay equal to zero

Windows — 2
Ubuntu - - 1,3kb/s of MLDv1 Queries
Query— | | qndeid freeBsD | become 49,8kb/s on the
“ I I I Querier’s side.
Time - —T1 1 % = Although the RFC mentions
EIDUDS DDZDS 0.040s

potential "ACK explosions” and
traffic amplification, the clients
just fire right away.
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MLDv1 Traffic Amplification

- 1,3kb/s become 49,8kb/s on the router’s side, ~3830% the initial traffic

mmmm  Total Incoming Traffic — 10000
mmmm  MLDv1 Queries
m===  MLDv1 and MLDv2 Reports
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As Usual, Windows Must Behave Differently

CPU AMD Phenom{tm) Il X6 1055T Processor
%6 Utilization 1008
r__JeﬂV,____._
MLDvz MLDVl[l .
| - In Windows 7 and 8.1 systems
| .
| the process in charge of MLD +
e . .
50 seconds 0 Interrupts processing can
CPU AMDPhenom(tm)[l)(G1055TProcess?r CPU - Total 100% 7 Consume up to one prOCessor
T ) core.

60 seconds 0
#86 www.ernw.de
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Big MLD Reports, Router Resource Depletion

M T 2 user@ubuntu: ~

My traceroute [v©.85]
Fri Jan 16
Order of fields
Pings
Avg Best Wrst StDev
0.6 0.3 1.6 0.0

0.8 0.6 2.6 0.2

ubuntu (::)
Eeys: Help

16:43:24 2015
Restart statistics quit
Packets
Loss% Snt
0.0% 71

0.06% 71

Display mode
Host Last
1. 2601:db8:1::ec:1
2. 2601:db8:2::ec:1

000 Vl.rlisrél;@uibuntu: ~

My traceroute
ubuntu (::)
Reys: Help Restart statistics

Packets
Loss¥% Snt
0.0% 73

8.2% 73

Display mode
Host

1. 2001:db8:1::ec:1
2. 2001:db8:2::ec:1

05.09.2015

[ve.85]

Fri Jan 16 16:36:04 2015
Order of fields quit
Pings
Avg Best Wrst StDev
7.2 0.4 78.2 11.5
4.5 0.6 86.0 13.5

Last
22.1
0.8
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Big Reports Fill the Cache in about 30s

- Device becomes unresponsive,
packets start being dropped and
latency goes up

Ethernet Frame

MLDv2 Header
MAR | FFo3 Address Suffix

- Further Listeners aren’t able to
join multicast groups since the
table is effectively full

MAR | FFoF Address Suffix

- Putting a hard limit on the
number of entries isn’t likely to
help
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The PIM IPvé6 Process Fails, Not that Bad

%SYS-2-MALLOCFAIL: Memory allocation of 65536 bytes failed from 0x21028EF4,
alignment O

Pool: Processor Free: 419724 Cause: Memory fragmentation

Alternate Pool: None Free: 0 Cause: No Alternate pool

-Process="PIM IPv6", ipl= 0, pid= 329

-Traceback= 21010528z 210109FCz 2101EOFCz 24B69248z 24B2C374z 24B2F324z
231FA520z 231F7FA8224B30408z 24B30C2Cz 231D41D8z 231D4D40z 231D4F60z
24B3CDF8z 210329B4z 21032998z
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d providing security.
IPv6 Addresses can’t be Leased, Hm

%SYS-2-MALLOCFAIL: Memory allocation of 232 bytes failed from

Ox24A42624, alignment © Pool: Processor Free: 1800716 Cause: Memory
Fragmentation

Alternate Pool: None Free: © Cause: No Alternate pool
-Process= "DHCPv6 Server", ipl= o0, pid= 338
-Traceback= 210z 24A3782Cz 24A37C2Cz 24A37DD4z 210329B4z 21032998z
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g e
Neither does SSH work, Oh Well ...

%SYS-2-MALLOCFAIL: Memory allocation of 12252 bytes failed from
Ox249F0200, alignment ©
Pool: Processor Free: 1312500 Cause: Memory fragmentation
Alternate Pool: None Free: @ Cause: No Alternate pool

-Process= "Exec", ipl= 0, pid= 3

-Traceback= 210121E8z 249E5408z 24A098B0z 24A062B4z 24A085D8z
24A08AF4z 22909EAQz 22911F60z 22924164z 210329B4z 210329982
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O/ providing security.
Just Useless Defaults by Cisco

- 156.500 MLD entries cause the routers to
malfunction.

- Who and what for needs 150k MLD entries?
- So much for useful defaults, Limit MLD state!

- Not limited to the listed devices, similar
behavior was observed with ASR1000s
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Let’s not Forget the Scenario

Multicast Source .
Interested Listener

- MLD messages are
processed regardless
of destination address

- A malicious user can
trivially become the

Attacker Querier on the link
Application Data -<p PIM Traffic --p MLD Traffic --p

#93 www.ernw.de
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Force MLDv1 Usage and Reports Suppression

-(#®) ERNW

of

providing security.

03
e3
08
08

50
50

43
43
12
12
13
13

.275444000
.275458000
. 737940000
.737953000
26.
26.
.939472000
.939489000
08.
08.
.335196000
.335208000
.541043000
.541050000
.410482000
.410495000

141097000
141105000

343150000
343160000

SRC MAC

kali_ethe
kali_ethe
freebsd etho
freebsd ethe
freebsd ethe
freebsd ethe
freebsd ethe
freebsd ethe
kali_ethe
kali_ethe
freebsd ethe
freebsd ethe
freebsd ethe
freebsd ethe
kali _ethe
kali _ethe

SRC ADD

fe8o::
fe8o::
fe80::
fe80::
fe8o::
fe80::
fe80::
fe80::
fe806::
fe80::
fe80::
fe80::
fe8o::
fe80::
fe80::
fe8o::
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200:Tf:
200:Tf:
200:ff:
200:ff:
200:Tf:

200: ff

200: ff

fef0:14
fe00:14
fe00:13
fe00:13
fe00:13

: Te®0:13
200:ff:
200:Tf:
200:ff:
200:ff:
200:ff:
200:fT:
200:1f:

febb:13
febfd:13
fe00:14
fe0d:14
febb:13
febf0:13
fe@O:13

:fefd:13
200:TT:
200:ff:

fe00:14
fe00:14

DST ADD

ffe2::
ffez::
ffo2::
ffo2::
ffoez2::
ffez::
ffo2::
ffo2::
ffez2::
ffez2::
ffo2::
ffo2::
ffez::
ffez::
ffo2::
ffe2::

1
1

2:
2:

Lo T o T N T N T o T B R o I N ]

2eb7:
2eb7:
:Tf2e:
:Tf2e:
: TT00:
: TT00:

:Tf2e:
:Tf2e:
:2eb7:
:2eb7:

74fa
74fa
b774
b774
13
13

b774
b774
74fa
74fa
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d providing security.
The Last Call for Drinks, Last-Listener-Queries

- Last-Listener-Queries are sent by the
Querier when a Listener expresses its
lack of interest in certain traffic

- |s sent as a Specific-Query to the
multicast address which is being queried

MLDv2 Report or MLDv1 D i - An attacker can become the Querier,
v epo or A\ one == .
_ leave a group on behalf of a client and
Last Listener Query =-p ]
MLD General Query =<p fake a Last-Listener-Query
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However, Something was Missing

-(#®) ERNW

o]

providing security.

47.
47.
26.
58.
58.
38.
38.
01.
09.
09.
06.
13.
13.
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373682000
373696000
887140000
028565000
028578000
885241000
885255000
332813000
418357000
418367000
582484000
996287000
996304000

SRC MAC

ubuntu etheo
ubuntu etho

Cisco 15:¢@:

ubuntu etheo
ubuntu_etho
kali ethe
kali ethe

Cisco 15:cO:

ubuntu etheo
ubuntu etho

Cisco 15:cO:

ubuntu etheo
ubuntu etho

11

11

11

SRC ADD

ubuntu. local
ubuntu.local

fe80::208:cff:fel5:coll

ubuntu. local
ubuntu.local

fe80::200:Tf:Te0B:14
feB0::200:ff:fTedB:14
Te80::200:cff:felb:chll

ubuntu.local
ubuntu. local

Te80::200:cff:felb:chll

ubuntu.local
ubuntu. local

MLD

Tfog:
TTO8:

ffes:
ffoa:
ffes:
ffea:

ffoa:
Tfog:

ffoa:
Tfog:

MADDR
:db8
-db8

:dbg, TT02:
:dbg, TT02:
:db8
:db8

:db8, ffez2:
:dbg, Tf02::

:db8, ffez2:
:dbg, TT02:

:Th,Tfe2::
:Th,Tfo2::

:fb,ffo2::
fh,Tfo2::

:fb,ffo2::
:Th,Tfe2::

:Tfoe:
TTo0:

:Tfoe:
:Tfoe:

:Tfoe:
:Tfoe:

Len.

920
90
90
12 130
12 130
90
90
90
12 130
12 130
90
12 130
12 130
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In Reality, It’s Even Easier

- Cisco 1921 devices do not forward
Last-Listener-Queries

- To prevent a client from receiving
certain multicast data-flows one
simply has to spoof an MLD Report
or Done message

Attacker

ML w2 Beportior Mi Dyl Dome s<h - The interested Llsten_er won’t have
Last Tistener Ouery sdp the chance to reply since, well, the
MLD General Query --p- switch doesn’t forward the query
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@shell:~$ echo ‘all because of a teeny
tiny protocol?’
Yes ;-)

05.09.2015 © ERNW GmbH | Carl-Bosch-Str. 4 | D-69115 Heidelbera #98



- MRMCDO2015 o(®) ERNW |

: r providing security.

Closing
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d providing security.
Conclusions

- Developments are still taking place within the [Pvé
specification; to deal with IPvé is to deal with change and the
associated security risks.

- Complexity Kills!

- IPvé6is not IPv4 with a longer address space, they differ
greatly.

- Since understanding is the father of situational awareness,
and situational awareness is the mother of security, study
and understand IPvé!
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Some Resources for those Interested in More

- Regarding tools, this ERNW Newsletter is a good
start: Penetration Testing Tools that Support |Pvé

- For guidance with respect to hardening IPv6 networks,
NIST's Guidelines for the Secure Deployment of [Pvé

- For thorough study of IPvé security and its intricacies,
Hagen’s, Cisco’s or Microsoft's books should do.

= If you want a more formal, relatively easy to follow,
‘'short” and concise intro to IPv6 you might find the first
chapters of Security Implications of MLD, my bachelor
thesis, interesting.
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